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6.1

- Box34

SUMMARY

FIU-Denmark assesses that banks, currency exchange
companies and providers of services to undertakings are
especially at risk of being misused for money laundering.

The lowest risk of money laundering is among mortgage credit
institutions, life insurance companies and cross-sectoral pension
funds, insurance intermediaries and investment firms.

In this chapter, we take a closer look at the risks
associated with the industries covered by the
AML Act. The industry assessments indicate
where money laundering risks are highest
among the obliged entities. The aim is for as
many people as possible to read about the
risks in their own industry or in industries they
work with or have as customers. It follows from
Section 7(1) of the AML Act that undertakings
and persons covered by the Act shall prepare
arisk assessment based on the undertaking'’s
or person’s business model. It follows from the
comments on the provision that the national
risk assessment must be included in the prepa-
ration of these risk assessments.

"But the bank can see it"

This part of the national risk assessment con-
tains 14 sections, most of which deal with a
single industry type at a time. However, some
sections cover more than one industry and not
all industries are included in this version. There
are several reasons for this. Sometimes this is
because there are none or very few of the cov-
ered companies in Denmark. Sometimes it can
also be because we do not have enough knowl-
edge of the industry to make a proper assess-
ment. Hence, the exclusion of some industries
from this risk assessment does not mean that
they are low risk. You can read more about the
industries that we have not assessed in the
methodology report for this risk assessment
(FIU-Denmark 2022. Methodology report).

Money laundering is often carried out via several obliged entities, so it can be difficult to
detect without the right level of awareness. When an undertaking has limited or moderate
risk, it still needs to be vigilant and not rely on the possibility that another industry may have
noticed and submitted a report, because two different industries are likely to notice two dif-
ferent things about an activity or a transaction.

An activity that raises suspicion in the mind of an external accountant, for example, may not
raise the same suspicion at a bank. And what an investment firm finds atypical might look
normal to a life insurance company. Therefore, it is important that all obliged entities are
aware and remember to report suspicions of money laundering and terrorist financing. The
more reports we receive about a person or a company, the better FIU-Denmark can compile
the information into solid intelligence packages that can be disseminated to the police or
other authorities.
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BEING A HIGH-RISK INDUSTRY
IS NOT NECESSARILY BAD

We assess risks on a four-step scale: limited,
significant and high.

Three industries are categorised as high-risk.
This does not mean that these industries are
performing poorly; it means that we assess that
there are threats and vulnerabilities that pose a
risk of these industries being exploited by crimi-
nal actors for money laundering purposes.

The categorisation of some industries as high
risk while other industries are lower risk does
not exempt anyone from complying with the
obligations of the AML Act or from implement-
ing mitigating measures.

It is important to make it clear that the risk
assessment is not a grading system that
informs obliged entities of their performance

in relation to anti-money laundering. The risk
assessment reflects a set of circumstances that
put an industry at risk, but not necessarily an
individual company.

Therefore, it is also important that businesses
with limited or moderate money laundering risk
do not become inattentive to money laundering
because of FIU-Denmark’s risk assessment. If
this happens, criminal actors will find it easier
to exploit the industry in question, which will
increase the money laundering risk.

All industries can be exploited. The more one
industry tries to limit the opportunities for crim-
inal actors, the greater the risk to other indus-
tries. Assuming that the amount of money to be
laundered is constant, closing a loophole in one
part of the system will cause criminal actors to
look elsewhere.

We are aware that the vast majority of under-
takings and persons subject to the AML Act
wish to comply with its requirements to the
greatest extent possible. The vast majority
want to help reduce money laundering, terror-
ist financing and other crime. However, some
companies are misused and others allow them-
selves to be misused, and this is something we
must try to address together.

THE RISK ASSESSMENT
IS A STARTING POINT

The industry risk assessments outline risks

that apply to an industry as a whole, but do

not reflect the risk to individual companies.
Therefore, one may well have a higher or lower
risk than the assessment we apply to the indus-
try as a whole.

Therefore, when producing a risk assessment
of your own undertaking, it is important to con-
duct a thorough assessment of whether there
are factors that cause your own risk to be higher
or lower than what we indicate here. You can
read more about this in the Danish FSA's guid-
ance to the AML Act, which is available on the
authority’s website.

AN ENTITY CAN ACTIVELY PARTICI-
PATE OR IT CAN BE MISUSED

We distinguish between taking an active part

in money laundering processes and being mis-
used without being aware of it. When we say
that obliged entities can actively participate

in the money laundering process, we are not
saying that everyone in the industry is helping
the criminal actors to launder their criminal
proceeds. However, when we know that it is a
possibility or if we have specific knowledge that
it is taking place, it is our job to point out the risk
involved.

We write, for example, that an obliged entity
may inadvertently be misused as part of a
money laundering process. If you are not aware
of the context of the service you provide, you
can be misused for money laundering. It can be
difficult to detect, especially if the focus is not
on the context in which the service is provided.
For example, you may inadvertently provide
advice that - even if the advice is perfectly legal
- is used in a money laundering process.

It is the assessment of FIU-Denmark that there
are few actors who actively facilitate money
laundering for criminal actors, but that these few
are very active. In addition, there are companies
that are being misused (or subject to attempts to
misuse them) for money laundering without their
cooperation. We must try to address both, and
both scenarios are included in the assessments
on the following pages.

MONEY LAUNDERING RISKS IN SELECTED INDUSTRIES
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= Table 11

In addition to reading the industry assessments The risk assessment is based on FIU-

here in Chapter 6, this chapter should at least Denmark’s risk matrix (FIU-Denmark 2022.
be supplemented by reading Chapter 5 Money Methodology report).

laundering typologies, where we describe dif-

ferent money laundering typologies and give

specific examples of how money laundering

can occur.

Risk assessment of industries by risk level

Industry

Banks
Currency exchange companies _

Providers of services to undertakings

Payment services area Significant
Providers of gambling Significant
Virtual Asset Service Providers Significant
Lawyers Moderate
Approved auditors, accountants, tax advisers, etc. Moderate
Financial leasing Moderate
Real estate agents and real estate agencies Moderate
Trade, intermediation in trade and storage of works of art Moderate
Investment firms Limited
Life insurance companies and cross-sectoral pension funds and insurance Limited
intermediaries

Mortgage credit institutions Limited
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BANKS

Banks accept deposits, provide loans and
guarantees, extend credit and much more.
Banks are covered by Section 1(1)(1) of the
AML Act. Banks carry out transactions for
private and business customers and have
other obliged entities as customers.

MAIN FINDINGS

FlU-Denmark assesses that the
risk of banks being misused for
money laundering is high.

FIU-Denmark emphasises that the vast majority
of transactions in Denmark involve the use of

a bank, and so is the case for transactions that
take place as part of a money laundering pro-
cess. The volume of transactions is itself a risk
factor.

However, there are differences among Danish
banks in terms of their business model and
therefore also in terms of their risk of being mis-
used for money laundering. The largest banks
and banks with a high level of international
activities pose a high risk of money laundering.
Small banks with a complex product offering,
foreign customers or politically exposed
persons (PEPs) will also pose a high risk of
money laundering.

= Box35

Increasingly, banks are offering online solutions
where remote communication and the transmis-
sion of written documentation form the basis of
KYC procedures. FATF points out that this poses
a particular risk because the written documenta-
tion can be falsified (FATF 2018b: 82).

The vast majority of transactions are carried

out through banks and it is difficult to launder
money without using a bank at some pointin
the process. For this reason, banks are the most
frequently exploited industry. Furthermore, most
individuals and businesses have access to
banking products that are easy to use.

Banks can be used for placement, layering and
integration, but, particularly in relation to place-
ment and integration, it is difficult to launder
without using a bank.

SUSPICIOUS TRANSACTION
REPORTS

Banks are by far the most active reporting enti-
ties among all obliged entities. In 2021, banks
accounted for 77% of the more than 70,000
reports received by FIU-Denmark. From 2018
to 2021, the banks’ proportion ranged between
74% and 80%. Banks are central to the anti-
money laundering framework because they
have insight into their customers’ financial
affairs.

Facts about the industry

6.2

e There are 89 banks in Denmark, of which 60 are Danish banks, including four Faro-
ese banks and one Greenlandic bank. The remaining 29 are branches of foreign credit

institutions.

e 165 companies had registered as banks in GOAML as of July 2022. The difference
between the 89 banks and the 165 registrations consists of companies that are not
banks but have registered as such.

e The size of banks varies greatly from large, so-called systemically important financial

institutions to smaller banks and savings banks (read more about the sector in Chapter 2
Denmark 2022-2025 and in Chapter 4 Vulnerabilities in the Danish anti-money launder-

ing regime).

)
%)
=
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= Table 12

As described in Chapter 1 Money Laundering

in Denmark, most of the reports concern trans-
actions by private individuals. When the suspi-
cion concerns companies, around nine out of
ten cases involve small businesses with fewer
than ten employees. For every 100 suspicious
actors, 91 are private individuals, 8.5 are smaller
companies (or in some cases holding compa-
nies) and 0.5 are companies with more than ten
employees.

The reports from banks often concern relatively
simple cases. An example of this is a business
owner who uses their private account to receive
payments on behalf of their company, thus
mixing business and private income.

Among the reports received by FIU-Denmark
from banks in the period 2018 to 2021, there
are many examples of customers suspected

of committing tax and VAT evasion and social
fraud. Among other things, this is described

as suspicion of failure to pay tax and/or VAT,
undeclared turnover, and the use of personal
accounts for business purposes. Furthermore,
there are examples of suspicious use of cash,
where the customer withdraws and/or deposits
a large amount of cash that, in the opinion of
the reporting entity, is inconsistent with the cus-
tomer’s other financial matters. Furthermore,
there are many examples of banks not being
able to understand the account activity and
customers not wanting to help clarify this. There
are also examples of deposits which are imme-
diately withdrawn in cash, transferred to third
parties or spent on online gambling.

It is worth noting here, as is also stated in
Chapter 1 Money laundering in Denmark, that
the reporting entities may suspect something
that turns out to concern other relevant matters,
for example, transactions that appear to the
obliged entity as undeclared labor but, in a
broader perspective, could turn out to be related
to human trafficking or trade-based money
laundering.

Number of reports from banks
2018

From the industry 26,417

2019
40,996

The development of the reports over the years
shows that the banks have improved in speci-
fying the reason for suspicion, and in the latest
reports from 2022, there are several examples
of banks being able to identify money mule
activity, online theft and fraud via smishing or
vishing - i.e., criminal actors who try to steal
personal information from customers via text
messages or phone calls.

Large differences in the level
of reporting by banks

The large number of reports indicates that crim-
inal actors attempt to launder through banks on

a large scale. However, it also shows that banks
are aware of this and have the capacity to watch
for indications that they are being misused.

Data from FIU-Denmark shows that the number
of reports from different banks varies greatly.

e The three banks that sent the most reports
in 2021 accounted for around half of all
reports from the industry.

e The ten banks that sent the most reports
in 2021 accounted for almost 80% of the
reports from the industry.

Part of the explanation is probably that there are
differences in the market shares of the individ-
ual banks and thus also in the number of cus-
tomers they have. At the same time, there are
also differences in the resources, including IT
support, available to them for the task. However,
it cannot be deduced from the figures whether
the differences in the level of reports also corre-
spond to the risk level at the individual banks, or
whether there may be differences in risk aware-
ness and the propensity to report.

RISK ASSESSMENT

There are differences in the business models of
banks, and these business models affect the
risk of money laundering for individual banks.

2020
58,928

2021
54,142

Total
180,483

Source: FIU-Denmark 2022.
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The risk is constituted by the banks’ customers,
the markets they serve and the products they
offer to customers.

According to the Danish FSA, there are dif-
ferences in the risks faced by banks. The risk
among most banks is generally "normal to high".
This is reflected in the Danish FSA's supervisory
reports. However, the systemically important
financial institutions and large foreign branches
and other banks with international activities are
at high risk, according to the Danish FSA.

The largest banks typically offer a full range of
banking services, while the range of products
varies among the others. Some banks specialise
in investment activities, while others are primar-
ily engaged in retail banking activities. Similarly,
some banks operate both nationally and inter-
nationally, while others only serve customers
locally in Denmark. The more complex the
banking operations, the higher the risk.

Private banking

The European Commission states in its Supra-
national Risk Assessment Report (SNRA) that
the combination of sophisticated financial prod-
ucts and services and a wealthy customer base
(sometimes including politically exposed per-
sons), where assets are held through complex
ownership structures, makes the industry highly
vulnerable to money laundering (European
Commission 2022: 52).

The European Commission assesses that there
is an overall high risk due to the large amounts
involved, high-risk customers and potentially
high-risk countries. The European Commission
considers vulnerability to money laundering in
relation to private banking to be significant
(level 3/4) (European Commission 2022: 52).
FIU-Denmark shares that view.

Itis the assessment of FIU-Denmark that the
wealth managers in private banking depart-
ments often have a close relationship with their
customers.

On the one hand, this can make it easier for
managers to detect suspicious activity, but on
the other hand, it can also make it more difficult
to ask critical questions. This also applies to
other advisers and others who have a relatively
close relationship with their clients.

Corporate banking

As corporate banking often involves more com-
plex products than retail banking, the European
Commission considers that the risk of money
laundering is high. Trade-based transactions
linked to corporate bank accounts can increase
the risk of money laundering, especially when
high-risk countries are involved (European
Commission 2022: 49).

Using corporate banking products for money
laundering requires a more sophisticated setup
and typically a network of companies and
facilitators. However, it is also through these
channels that very large amounts of money
can potentially be laundered.

The European Commission further states that
law enforcement authorities have evidence that
professional money launderers act as inter-
mediaries for other organised criminal groups
and that they set up bank accounts for shell
companies. These corporate bank accounts
are used by criminal actors for fictitious trade
transactions, back-to-back loans with other
corporate entities and real estate investments.
The European Commission assesses the threat
from this to be significant (level 3/4) (European
Commission 2022: 48). FIU-Denmark shares
this view (for more information, see Chapter 3
National threats in the section Professional
money launderers).

FIU-Denmark is aware that facilitators can
arrange trades of companies that have active
bank accounts. Regardless of whether a com-
pany has losses and debts, companies with

a bank account can be attractive for criminal
actors to take over. Instead of closing a com-
pany facing bankruptcy, the owner can sell the
business via a facilitator as long as it has an
active bank account.

MONEY LAUNDERING RISKS IN SELECTED INDUSTRIES
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Trade finance

Trade finance, i.e., different ways of facilitating
international trade transactions, is highlighted
by FATF as an area that can be attractive to
criminal actors seeking to conceal funds through
trade-based money laundering. As described in
Chapter 5 Money laundering typologies in the
section The cross-border phenomenon: Trade-
based money laundering, there are a number

of typologies that can be used to move money
across borders by "disguising™ it as legitimate
business-to-business transactions. The provi-
sion of trade finance by banks increases the risk
of being misused for money laundering.

In addition to trade finance and some of the
products mentioned above, trade credit, fac-
toring, currency exchange and money transfers
are also examples of products that may entail
increased risks.

Correspondent banks

A correspondent bank manages activities on
behalf of another bank. For example, a cus-
tomer of a Danish bank may wish to transfer
money to a recipient in another country with
which the bank does not have an independ-
ent agreement. The bank therefore sends the
money via a correspondent bank that has

an agreement with a bank in the requested
country. Correspondent banking relationships
are key elements in the way the international
financial system is set up through the SWIFT
system. At the same time, the very constella-
tion of correspondent banks as intermediar-
ies between two parties that wish to transfer
money across borders constitutes a vulnerabil-
ity to money laundering.

Very few reports of correspondent banking
transactions

From 2020 to the end of June 2022, FIU-
Denmark received more than 3,800 reports

of correspondent transactions, amounting to
almost DKK 1.1 billion. This corresponds to
approximately 1,500 reports per year, with trans-
actions worth DKK 440 million. In relation to the
general level of transactions, this corresponds to
less than half a percent of the annual transaction
volume in the reports received by FIU-Denmark.

Correspondent banking is an area where the
number of reports is very low - especially con-
sidering the amount of money that flows through
correspondent banks every year. In addition,
90% of reports of correspondent transactions
are submitted by a single reporting entity. The
remaining 10% were sent by 14 other obliged
entities.

Correspondent banks must rely on respondents
to monitor their customers

Correspondent banks are required to perform
KYC procedures in relation to respondents
unless they mutually exchange financial services
with each other and are therefore each required
to perform KYC procedures on each other

(The Danish Financial Supervisory Authority
2020: 85). This is in line with FATF standards
(FATF 2016: 5). Correspondent banks must
therefore know their customer - the respondent.

However, correspondent banks, by their very
nature, do not know the respondent’s custom-
ers, and the challenge is therefore for corre-
spondent banks to trust that the respondent on
whose behalf the correspondent is executing
transactions is able to have sufficient knowl-
edge of its customers to identify suspicious
transactions.

lllustration 9: Visualisation of a correspondent banking relationship

No cooperation relationship
between Bank A and Bank B A
I
— |$||| - - -l $ @ —
1
Sender Bank A a Bank B Recipient
Customer of Bank A Faroe Islands\lg/ China Customer of Bank B

German correspondent bank
Executes the transaction
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—> Box36

According to the Danish FSA, international guidelines consider cross-border correspondent
banking relationships to be associated with a high risk of money laundering and terrorist

financing.

High risk with correspondent banking relationships

Source: The Danish FSA (2016b).

The correspondent relationship, on the one
hand, is a necessary measure in financial mar-
kets, but on the other hand, it adds an extra link
in global transactions. Since correspondent
banks often have sparse information avail-
able on transaction parties, such as a name
and an account number, it can be difficult for
correspondent banks to detect suspicious
transactions.

Threats

Criminal actors can use banks for transactions
when they want to move money within the coun-
try and/or out of the country. However, foreign
criminal actors can also misuse Danish financial
infrastructure to conceal their illicit funds. The
scale of money laundering via banks is esti-
mated to be large, as banks can be used by all
persons in various criminal environments. From
the sophisticated money laundering set-up, with
companies nationally, as well as internationally,
laundering millions through VAT fraud networks,
to the self-employed person depositing their
illicit funds in their private bank account.

The largest money laundering cases in Denmark
involve illicit funds from abroad being chan-
nelled through Danish banks.

The European Commission’s Supranational
Risk Assessment Report assesses the threat
of money laundering in relation to deposits

in accounts to be very significant (level 4/4)
(European Commission 2022: 39).

Vulnerabilities

Accessibility

The industry is considered easily accessible and
requires no particular expertise to use. It is not
technically difficult to open bank accounts, nor is
it difficult to use the banks’ online banking solu-
tions, which are available for self-service around
the clock and which, with the possibility of
instant transfers, allow customers to make quick
transactions between accounts and between
banks. Furthermore, cross-border transactions
are available through banks, either directly via
the bank or via the bank’s correspondent bank-
ing relationships.

However, some business owners may find

it difficult to open a business account with a
Danish bank because those business owners
operate in high-risk markets or are perceived as
high-risk customers. Therefore, as described
above, acquiring a company with an active bank
account can be attractive. In such cases, it is not
uncommon to see unusual and counter-intuitive
shifts from one industry to another.

Volume/transaction amount

The total number of transactions is large, and
the Danish FSA assess that banks facilitate
transactions worth up to DKK 500 billion every
day. In principle, there are no limits on the size
of transactions that can be carried out through

a bank. However, large transactions should be
easier to detect in small banks, giving criminal
actors an incentive to try to "hide in the crowd" in
large banks. Overall, the potential for laundering
large amounts of money through banks is high -
simply because of the volume of transactions.

MONEY LAUNDERING RISKS IN SELECTED INDUSTRIES
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Potential for cross-border transactions

The industry provides access to these transac-
tions on a large scale and cross-border trans-
actions are fast and cheap. Through the banks’
cross-border correspondent banking relation-
ships, customers have access to financial mar-
kets worldwide. As mentioned, trade finance in
particular can pose a risk of money laundering.
The costs of using banks for money launder-
ing are typically limited and the risk of loss is
low. According to the European Commission’s
risk assessment, foreign customers from high-
risk countries and offshore companies also
contribute to the elevated risk in this industry
(European Commission 2019: 46).

Costs

Although business accounts are often associ-
ated with higher costs than accounts for private
individuals, it is relatively inexpensive to set up
accounts, obtain credit cards, and use online
banking. Moreover, it is a relatively safe method
for criminal actors to use, as transactions via
banks include a high level of security for the
funds through the deposit guarantee scheme.

Anonymity

It is difficult to be anonymous as a Danish cus-
tomer of a Danish bank. However, for business
customers, the use of straw men can conceal
the beneficial owner.

Added to this are the vulnerabilities that can
arise from online solutions if the industry’s KYC
procedures rely solely on written documenta-
tion, which can be forged by criminal actors
nationally, as well as internationally.

As with all other obliged entities, banks may
face challenges in identifying beneficial owners.
Ownership below a certain percentage does not
appear in the public registers. As such, it can be
difficult to identify the beneficial owners when
companies have multiple owners.

Complex corporate structures, especially in
foreign companies, can be a challenge in rela-
tion to identifying beneficial owners, because
the registers in other countries are often inferior
or more difficult to access than the Danish reg-
isters (read more about the challenges of identi-
fying beneficial owners in Denmark and abroad
in Chapter 4 Vulnerabilities in the Danish anti-
money laundering regime).

The European Commission argues that vulner-
ability to money laundering depends mainly

on the ability of monitoring systems to detect
suspicious transactions when cash enters bank
accounts or transactions linked to cash. The
vulnerability is also high in relation to transfers
of funds from high-risk customers (European
Commission 2019: 42).

In March 2022, the Danish FSA published the
results of an analysis of the largest banks’
transaction monitoring (The Danish Financial
Supervisory Authority 2022a). The analysis
shows that banks spend many resources on
transaction monitoring, but that improvements
are needed in a number of areas. This applies to
the monitoring systems, as well as procedures
in this area.

The data centres which provide IT systems to
most of the Danish banks also monitor transac-
tions for many of those banks. According to the
Danish FSA, this gives smaller banks access
to systems and capabilities they would other-
wise not have had access to. However, making
changes to the transaction monitoring systems
takes a long time, which makes it difficult to
tailor transaction monitoring to a specific bank.
The Danish FSA states that the monitoring
systems of the IT suppliers, in practice, pose
significant challenges for the individual bank

in relation to flexibility and the ability to adapt
the monitoring systems to the needs and risks
of an individual bank (The Danish Financial
Supervisory Authority 2022a).
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More and more Danes have more than one bank
The Danish FSA and Finance Denmark report
that there is an increasing number of partial cus-
tomers, i.e., individuals or companies, that are
customers of more than one bank. This devel-
opment means that it is becoming more difficult
for primary and secondary banks to have a full
overview of their customers’ financial behaviour
and thus to detect suspicious activities.

For ordinary consumers - individuals as well as
businesses - there are various reasons why they
may choose to spread their exposure across
several banks and other financial services. For
criminal actors, diversifying exposure can be a
way to avoid attracting the attention of banks’
transaction monitoring. For example, a risky
customer with accounts in five different banks
will not necessarily appear as suspicious to any
individual bank. This means that each bank
does not have a complete overview of their
customer’s financial activity, which increases
the overall risk.

When customers are increasingly multi-cus-
tomers and when banks are not allowed to
share information about their customers with
other banks, it becomes more difficult for each
bank to have a comprehensive overview of their
customers’ financial activities.

While this development may benefit the cus-
tomers, it makes it more difficult for banks to
monitor their customers’ activities. There is
no indication that this fragmentation of the
financial landscape will diminish in the future.
Read more about the challenges posed by the
fragmentation of the payment landscape in
Chapter 4 Vulnerabilities in the Danish anti-
money laundering framework in the section
on Economic and technological factors and in
Chapter 5 Money laundering typologies in the
section New digital banks.

Increased use of online solutions and new
technologies may mean fewer face-to-face
meetings with customers. This may increase
money laundering risks in the retail and busi-
ness sectors (European Commission 2022:
40 and 49). According to FATF, vulnerabilities
related to the use of online services and written
documentation as a substitute for face-to-face
communication apply to all industries (FATF
2018b: 82). Onboarding via remote communi-
cation also increases vulnerabilities because
criminal actors can make use of forged docu-
ments. The same applies to the identification
of beneficial owners in Denmark, and espe-
cially abroad, where identification of beneficial
owners can be more difficult.

FIU-Denmark assesses that the risk of banks being misused for

money laundering is high.

MONEY LAUNDERING RISKS IN SELECTED INDUSTRIES
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6.3 MORTGAGE CREDIT
INSTITUTIONS

RISK

- Box37

Mortgage credit institutions in Denmark grant
loans secured by mortgages on real estate, etc.,
and are covered by Section 1(1)(2) of the AML
Act. Mortgage credit institutions cooperate with
banks in the intermediation and distribution of
mortgage loans, and in some cases are also
part of banking groups.

MAIN FINDINGS

FlU-Denmark assesses that the risk
of mortgage credit institutions being
misused for money laundering is limited.

In this assessment, FIU-Denmark emphasises
that it is possible to launder money through
mortgage credit institutions by, for example,
paying mortgage credit instalments or repay-
ing mortgage credit loans with illicit funds or
through third-party payments. FIU-Denmark has
intelligence indicating that individual criminal
actors are laundering money through the pur-
chase of real estate and that mortgage credit
institutions are indirectly misused as part of the
laundering process. FIU-Denmark is not aware
of the scale of this.

However, it is the assessment of FIU-Denmark
that the banks’ and mortgage credit institutions’
access to information on customers’ financial
circumstances limits access to money launder-
ing via mortgage credit institutions.

Facts about the industry

In Denmark, instalments are generally paid via
payment service or similar, and the use of cash
is not relevant in a Danish context. Mortgage
loans for housing transactions are secured by

a mortgage on the property, which is registered
in the land register with the name of the owner.
Itis the assessment of FIU-Denmark that it is
difficult to conceal one’s identity when taking
out a mortgage loan. However, the European
Commission highlights that the use of straw
men may conceal the identity of the beneficial
owner in the case of mortgages by individuals
and companies. The European Commission
points out that organised criminals often use
mortgage credit in the integration stage of the
money laundering process and often in combi-
nation with multiple properties and the layering
of beneficial ownership (European Commission
2022: 113). No exact parallel can be drawn
between the type of mortgage credit described
by the European Commission and the Danish
mortgage credit. There may be other mortgage
credit models in Europe that are riskier than the
Danish model.

SUSPICIOUS TRANSACTION
REPORTS

FIU-Denmark receives a moderate number of
reports from mortgage credit institutions. As
shown in the table below, the industry has sent
157 reports from 2018 to 2021.

o Mortgage credit institutions provide loans secured by, among other things, real estate.
A mortgage credit institution intermediates credit between private individuals and
businesses that need to borrow money to finance real estate and investors who

finance loans by buying bonds.

e InJune 2021, a total of DKK 2,888 billion in mortgage loans had been taken out in
Denmark (Finance Denmark 2022a: 3). Mortgage loans are granted to businesses

and to private households.

e The Danish FSA has stated that in 2021 there were six mortgage credit institutions in
Denmark. Of these, five were registered with GoOAML as of July 2022.
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Number of reports on money laundering via mortgage credit institutions

= Table 13

From the industry
About the industry

2018 2019 2020
39 47 25
60 114 269

2021

46
173

Source: FIU-Denmark 2022.

Note: Reports on the industry have been retrieved by searching for selected words in FIU-Denmark’s database. Hence, reports that do not contain these
words are not included in the data and the number does not provide a clear indication of the extent of money laundering, but of the frequency with

which the keywords are mentioned in the reports.

The European Commission assesses that there
is a generally good level of reporting in Europe
and that FIUs and law enforcement authorities
are aware of the vulnerabilities in the industry
(European Commission 2019: 117).

In the same period, FIU-Denmark has received
616 reports in which mortgages are men-
tioned in the reason for suspicion. These come
mainly from banks. There is close coopera-
tion between mortgage credit institutions and
banks, and it can be difficult to determine pre-
cisely when a report is exclusively from a mort-
gage credit institution.

Reports from mortgage credit institutions
Among the reports received by FIU-Denmark
from mortgage credit institutions, there are
examples of customers suspected of repaying
their mortgages with illicit funds. The reports
also include examples of extraordinary repay-
ments of mortgage loans, where a loan is
repaid by the customer shortly after being taken
out, without a new loan having been taken out
beforehand.

Furthermore, there are examples of customers
suspected of acting as straw men obtaining a
mortgage to purchase a unit in a larger property,
then renting out the property and paying the
rent to a criminal organiser, who then pays a
share of the rent to the straw man.

Reports involving mortgage
credit institutions

Money laundering reports from other obliged
entities than the mortgage credit institutions

themselves only concern the mortgage credit
institutions’ customers.

They usually relate to more general suspicious
circumstances, such as the source of funds, the
deposit or withdrawal of cash and suspected
tax evasion.

RISK ASSESSMENT
Threats

According to the European Commission, crimi-
nal actors, including organised criminal actors,
launder money through real estate and are able
to purchase forged documents that serve as the
basis for their purchases, either themselves or
through crime-as-a-service. This is also relevant
for mortgage credit institutions in cases where
forged documents form the basis for financing
a property via mortgage credit institutions. The
main threats are the use of straw men and doc-
ument forgery, especially if professional actors
such as real estate agents and bank employees
are involved (Europol 2021a: 12).

FIU-Denmark is aware of examples where real
estate agents are suspected of having helped
criminal actors to obtain an incorrect assess-
ment of the property value in order to wrongfully
mortgage the equity in the house. FIU-Denmark
also has indications that bank employees have
assisted criminal actors in forging documents in
order to obtain mortgage loans in Denmark with-
out authorisation. By using false information,
mortgage credit institutions can be exploited to
obtain mortgages on a wrong basis and to laun-
der criminal proceeds.

Illicit funds from crime committed abroad can
be used to invest in real estate and to pay off
mortgages. The threat is reduced when the
mortgage credit institutions have a lower pro-
portion of foreign customers.

MONEY LAUNDERING RISKS IN SELECTED INDUSTRIES
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When buying real estate, other obliged entities,
such as banks, lawyers and real estate agents,

are typically involved in the transaction and this
can limit the risk if all obliged entities are aware
of their obligations.

Vulnerabilities

Accessibility

In order to take out a mortgage loan in Denmark,
the mortgage credit institution must carry out a
creditworthiness assessment to get the neces-
sary overview of the consumer’s finances. This is
stated in the guidance from the Danish FSA and
the Consumer Ombudsman on creditworthiness
assessment (The Danish Financial Supervisory
Authority2021a: 3). The creditworthiness
assessment is based on information on personal
circumstances, income, debt information, etc.
(The Danish Financial Supervisory Authority
2021a: 5-6).

Mortgage credit institutions may - with the con-
sent of the customer - obtain information on
income or turnover from the Danish Tax Agency.
This can help reduce the risk of criminal actors
fabricating fake payslips and employment con-
tracts to increase their creditworthiness.

The European Commission points out that the
interaction with the real estate industry and the
often large transactions involved in the buying
and selling of real estate increase vulnerability
to money laundering (European Commission
2022: 113). The interaction with the real estate
industry means that the threats and vulnera-
bilities that apply to the real estate industry are
also are relevant for mortgage credit institu-
tions (see the risk assessment for real estate
agents below).

Volume/transaction amount

Mortgage credit institutions undertake signifi-
cant transactions - in size and in number

- amounting to billions of kroner each year.
However, it is difficult to repay loans or make
mortgage instalments without accounting for
the source of the funds.

Potential for cross-border transactions
Mortgage credit institutions primarily provide
loans to Danish customers and serve a large
customer segment. Relative to total lending,
mortgage credit institutions have a very small
share of lending abroad. Proceeds from crime
committed abroad can potentially be used to
invest and repay mortgages, but it is difficult to
assess the extent to which this occurs.

Costs

There are costs associated with the establish-
ment of a loan when a mortgage loan is taken
out, such as capital losses, interest, registration
fees to the state and other fees. However, com-
pared to bank loans, for example, mortgages
have somewhat lower long-term costs.

Anonymity

It is difficult to be anonymous as a customer

of a mortgage credit institution. However, the
use of straw men can increase the anonymity
of mortgages to private individuals and busi-
nesses. Mortgage instalments paid by others
(third-party payments) can also help to conceal
the source of the funds.

FIU-Denmark assesses that the risk of mortgage credit institutions
being misused for money laundering is limited.
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INVESTMENT FIRMS 6.4

Investment firms are covered by Section 1(1)(3)
of the AML Act and offer investment services,
including investment advice, portfolio manage-
ment and order execution to their customers.

MAIN FINDINGS

FIU-Denmark assesses that
the risk of money laundering by
investment firms is limited.

In this assessment, FIU-Denmark emphasises
that the industry is typically accessible only

to very wealthy individuals and professional
investors. If a criminal actor gains access to
invest through an investment firm, there is
potential for very large amounts of money to be
laundered and for money to be moved across
borders. Investment firms belong to an industry
that manages a lot of assets and where trans-
actions in the millions of kroner are normal. At
the same time, investment firms as an industry
did not submit any reports during the period
under review.

SUSPICIOUS TRANSACTION
REPORTS

Of the 46 investment firms in Denmark, five
have registered in GOAML. None of these

have submitted money laundering reports.
Investment firms in other European countries
submitted few reports to their respective FIUs.
The European Commission assesses that the
number of suspicious transaction reports is low
and suggests that this is due to the industry
being used to paying attention to fraud rather
than money laundering (European Commission
2022: 45).

FIU-Denmark has received very few reports
from other obliged entities mentioning invest-
ment firms. From 2018 to 2021, there were
nine reports related to investment firms. From
the information contained in these few reports,
it is not possible to determine whether the com-
panies mentioned are knowingly assisting their
customers in money laundering and tax evasion
or whether they are being misused.

= Box38 Facts about the industry

e Aninvestment firm is a company that is only authorised as a securities dealer. The ser-
vices include, among other things, order receipt and intermediation, order execution,
investment advice and discretionary portfolio management with financial instruments
(The Danish Financial Supervisory Authority 2019a: 5). The core service of an invest-
ment firm is the activity of discretionary portfolio management (proxy agreements) and
investment advice (The Danish Financial Supervisory Authority 2019a: 15).

e There were 46 investment firms in Denmark at the beginning of 2022. About 60% are
members of the industry association, Fondsmaeglerforeningen. Five investment firms
were registered in GOAML as of July 2022.

e As ageneral rule, investment firms do not hold clients’ funds. These are held by the client
in their custodian bank.

e Investment firms can either be Investment Firm I (large authorisation) or Investment Firm
Il (small authorisation). Most firms have a small authorisation (The Danish Financial
Supervisory Authority 2019).

e In 2019, Danish investment firms authorised to carry out discretionary portfolio
management managed DKK 644 billion (The Danish Financial Supervisory Authority

2019a: 15).

A
W)
=
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RISK ASSESSMENT
Threats

The clients of investment firms include retail,
professional and institutional clients, and the
money laundering risk depends, among other
things, on their client base. Private clients are
typically wealthy clients who invest via invest-
ment firms or receive investment advice from
an investment firm. Danish investment firms
have mainly Danish clients, with a predomi-
nance of professional investors.

The threat of money laundering is posed by
criminal actors who wish to conceal their
criminal proceeds through investments.

In order to launder money through investment
firms, criminal actors must first place the

funds in the financial system, set up a custody
account with a bank and transfer the funds to
the bank without raising the bank’s suspicion,
before layering can take place through the
investment firm. Criminal actors may therefore
need someone to invest on their behalf. This
applies to private clients as well as businesses.

As money laundering through an investment
firm requires knowledge, criminal actors will
need a facilitator to assist with the investment
activities. This is according to the European
Commission (European Commission 2022: 49).

As a general rule, investment firms do not hold
custody of the clients’ funds, as the funds are
most often held by the client in their custodian
bank, which mitigates the risk. This means that
most often investments are carried out by the
client themselves via their custody account with
the bank, and the role of the investment firm is
to advise on investment strategy.

The European Commission considers that the
main threats in the area of institutional inves-
tors relate to the volume of assets in the indus-
try and the professional money launderers who
operate there. Investing requires knowledge
and skills, which is why professional money
launderers are key in this area. The European
Commission estimates that there is an increase
in the use of professional actors, so-called facil-
itators (European Commission 2022: 44). This
increases the threat of money laundering in the
investment market.

The European Commission’s assessment
concludes that the threat of money laundering
in relation to institutional investments through
intermediaries is considered significant

(level 3/4) (European Commission 2022: 45).
FIU-Denmark believes that this assessment
must also apply in a Danish context but
FIU-Denmark is not aware of criminal actors
laundering money through Danish investment
firms to any great extent.

Vulnerabilities

Accessibility

The most complex products are mainly offered
to institutional and professional clients, while
the products offered to retail customers

are typically simpler (The Danish Financial
Supervisory Authority 2019a: 6).

FIU-Denmark assesses that, firstly, it requires a
significant amount of wealth to become a client
of an investment firm and, secondly, it requires
considerable expertise to channel illicit funds
through an investment firm.

The European Commission states that, in order
to access the industry, clients must introduce
money through the banking system to a custody
account. Therefore, banks are the first barrier

to limit the risk of money laundering (European
Commission 2022: 45). Having the means and
capacity to launder through investment firms
requires facilitators, which results in money
laundering through investment firms being
accessible to few.

Volume/transaction amount

Private banking, wealth management or similar
are types of products that are usually offered

to wealthy clients. It may be easier to hide

illicit funds within a large fortune (The Danish
Financial Supervisory Authority 2020a: 29).

The European Commission describes that the
risk exposure is generally very high due to the
types of clients and the large amounts that can
be invested (European Commission 2022: 45).

Portfolio management, where there is only

a power of attorney to act on behalf of the
client and where the client has an account or
custody account with another financial com-
pany, is assessed by the Danish FSA to gener-
ally involve limited risk (The Danish Financial
Supervisory Authority 2020a: 29).
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FIU-Denmark assesses that if a client relation-
ship can be established with an investment
firm, it will make it possible to carry out very
large transactions.

Potential for cross-border transactions

Capital markets are cross-border in nature
and the opportunities to invest funds in foreign
assets are abundant. However, the custody
accounts used by investment firms’ clients
are often in Danish banks.

However, it is possible to invest funds from
foreign custody accounts in Danish investment
firms. It is also possible to invest in foreign
funds from Danish custody accounts. However,
in all cases, this requires that the client has
been approved by the custodian bank to set
up the deposit account.

Costs

The cost of using an investment firm depends
on the services involved. Tailored investment
advice entails financial costs that are estimated
to be above the level of other financial services,
due to its highly specialised nature. The industry
also provides an opportunity to make a return on
investment; however, it is also possible to incur
a loss if investments fall in value. Therefore, the
total costs are difficult to estimate.

Anonymity

Investment firms, like other obliged entities, are
required to have sufficient knowledge of their
clients. Fund managers may be challenged

in identifying beneficial owners, especially in
relation to more complex and foreign compa-
nies. As the clients are mainly Danish, the risk
that the beneficial owners cannot be identified
is lower.

As most investments are made via custody
accounts with Danish banks, both investment
firms and banks carry out KYC procedures. For
example, an investment firm may offer discre-
tionary portfolio management where the trans-
actions are conducted solely through a bank
and where the investment firm has sufficient
confidence that there are effective anti-money
laundering and counter-terrorist financing pro-
cedures in place in the bank through which the
transaction is conducted (The Danish Financial
Supervisory Authority 2020a: 31).

The European Commission considers that

risk awareness is limited when transactions
are carried out outside the banking sector.
Investment firms usually leave it to banks to
implement KYC procedures and monitor trans-
actions (European Commission 2022: 48).

Private banking/wealth management and
similar can often involve a close relationship
between the manager/adviser and the client
(The Danish Financial Supervisory Authority
2020a: 29). This is because it is necessary for
the client to have confidence in the adviser’s
ability to put together the optimal investments
for the client or to provide the most profitable
investment advice, while at the same time it is
necessary for the adviser to know their client’s
financial situation. This may have the unin-
tended consequence that the close relationship
reduces the incentive to ask critical questions
or to report suspicious activity. Conversely,

the close relationship may also mean that

the adviser has a great deal of insight into the
client’s financial situation, even if investment
firms only focus on investments and similar
arrangements and do not have insight into other
financial aspects of the client’s situation.

FIU-Denmark assesses that the risk of money laundering by

investment firms is limited.

MONEY LAUNDERING RISKS IN SELECTED INDUSTRIES



MONEY LAUNDERING RISKS IN SELECTED INDUSTRIES

180 THE NATIONAL RISK ASSESSMENT OF MONEY LAUNDERING

6.5 LIFEINSURANCE
COMPANIES AND
CROSS-SECTORAL
PENSION FUNDS

Life insurance companies and cross-sectoral In this assessment, FIU-Denmark emphasises
pension funds are covered by Section 1(1)(4) of  that most of the industry’s products are not
the AML Act. Insurance intermediaries are cov- suitable for money laundering because they
ered by Section 1(1)(7) of the AML Act when have a long-term savings element or because
they mediate life insurance or other invest- it is relatively costly to channel money in and
X ment-related insurance. out of the industry. Life insurance companies
N and cross-sectoral pension funds manage a lot
o of money, and it is not impossible to launder
MAIN FINDINGS money through them, but FIU-Denmark has no
knowledge of cases, information or intelligence
FlU-Denmark assesses that the risk of indicating that this is taking place.
money laundering via the life insurance
and pension industry is limited.
= Box39 Facts about the industry

e The products offered by companies in this industry can be broadly classified into the fol-
lowing three types: 1) Mandatory pension schemes set up as part of an employment rela-
tionship. These account for more than 90% of total pension contributions; 2) Individual
private schemes in life insurance companies, e.g., retirement savings, personal pension
payable in instalments or annuity, which account for approximately 7% of pension con-
tributions; and 3) Group life insurance for groups of employees in addition to compulsory
schemes set up as part of employment. These insurances are often used to cover critical
illness or death (The Danish Financial Supervisory Authority 2015a: 5, 7).

e The total pension wealth is approximately DKK 5,500 billion (2020 figures). The majority
of total pension wealth consists of funds contributed to a mandatory pension scheme as
part of an employment relationship.

e According to the Danish FSA, there are 28 life insurance companies and cross-sectoral
pension funds in Denmark and at least 90 insurance intermediaries offering life insur-
ance policies. The Danish FSA assesses that it is likely that there are more insurance
intermediaries.

e Asof July 2022, 15 life insurance companies or cross-sectoral pension funds and seven
insurance intermediaries had registered with GOAML.
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Money laundering via the life insurance and pen-
sion industry is most obvious in relation to the
investment of funds using non-tax-advantaged
schemes, the so-called Section 53A schemes,
which are tax and duty free and can be paid out
if the owner wishes to terminate their pension.

The risks associated with occupational and com-
pany pension schemes are limited, as clients do
not join these schemes individually or have any
real influence over them. Among the products
that may involve an increased risk are those with
the possibility of extraordinary contributions,

or where there is an option of surrender or of
replacing close relatives, where the beneficiary
of the insurance or pension on the death of the
insured person does not seem a natural choice
to benefit. Surrender is when a person termi-
nates their pension and gets the value paid out
early. However, early surrender generally triggers
a tax of up to 60% of the amount paid out, which
limits the incentive to use these products for
money laundering.

Surrender options are generally limited in all
schemes other than individual schemes

(The Danish Financial Supervisory Authority
2015a: 31). The Danish FSA estimated in 2015
that the number of Section 53A schemes rep-
resents approximately 1-3% of private pension
schemes (The Danish Financial Supervisory
Authority 2015a: 18). Withdrawable prod-

ucts may also pose a money laundering risk.
However, according to the industry associa-
tion, Insurance & Pension Denmark, payment

is typically made to the same account from
which the funds originate (The Danish Financial
Supervisory Authority 2015a: 32).

In July 2021, the Danish FSA published the
results of a cross-sectoral inspection of the AML
risk assessment of a number of life insurance
and pension companies (The Danish Financial
Supervisory Authority 2021b). The study found
that the quality and scope of risk assessments
vary. Several life insurance and pension com-
panies have not developed an adequate risk
assessment that reflects the risks to which the
companies are exposed. Conversely, there are
also companies that have a good risk assess-
ment, according to the Danish FSA.

As a result of the Danish FSA's investigation,
six life insurance and pension companies
have been ordered to revise their AML risk
assessment.

The use of new technologies and reduced face-
to-face communication with customers can
increase the risk. The European Commission
points out that the move towards more online
solutions in general may increase the level

of risk (European Commission 2022: 117).
According to FATF, vulnerabilities related to the
use of online services and written documenta-
tion as a substitute for face-to-face communi-
cation apply to all industries (FATF 2018b:82).

SUSPICIOUS TRANSACTION
REPORTS

From 2018 to 2021, FIU-Denmark received a
total of 65 reports from life insurance providers
and cross-sectoral pension funds and three
reports from insurance intermediaries, cf. the
table below.

Number of reports on money laundering via the life insurance and pensions industry

= Table 14

2018 2019 2020 2021 Total

From life insurance companies 8 20 12 25 65
and cross-sectoral pension funds

Source: FIU-Denmark 2022.

Note:

Reports about the industry have been retrieved by searching for industry-related words in FIU-Denmark’s database. However, the retrieved reports were

not related to money laundering via life insurance companies and cross-sectoral pension funds. Therefore, they are not included here.

MONEY LAUNDERING RISKS IN SELECTED INDUSTRIES
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Number of reports on money laundering via insurance intermediaries

= Table 15 2018 2019 2020 2021
From insurance intermediaries 0 0 2 1 3

Source: FIU-Denmark 2022.

Note: Reports about the industry have been retrieved by searching for industry-related words in FIU-Denmark’s database. However, the retrieved reports were
not related to money laundering through insurance intermediaries. Therefore, they are not included here.

MONEY LAUNDERING RISKS IN SELECTED INDUSTRIES

Reports involving life insurance companies
and cross-sectoral pension funds

The reports from pension funds and life insur-
ance providers include examples of customers
making suspicious and repeated surrenders of
their schemes, which are considered suspicious
because of the 60% tax that the customer has to
pay on the surrender value. Furthermore, there
are examples where the company cannot iden-
tify the customer’s source of funds. This may be
because the customer does not want to provide
the requested documentation or because the
customer is making large contributions to their
pension scheme that are not in line with their
other financial circumstances.

As FIU-Denmark has only received three reports
from insurance intermediaries, the content of
the reason for suspicion is not described.

RISK ASSESSMENT
Threats

The European Commission considers that
criminal actors may use investment-related
products such as schemes that allow for large
one-off payments. Moreover, life insurance
policies, if redeemable, can be used to receive
payments that can be passed on to other recip-
ients or beneficiaries (European Commission
2022: 116). These threats are also presentin a
Danish context.

FIU-Denmark has no knowledge of cases, infor-
mation or intelligence indicating that criminal
actors in Denmark or foreign criminal actors
are using this industry for money laundering.
However, the products provided by the industry
may be subject to various vulnerabilities that
criminal actors may try to exploit.

Vulnerabilities

Accessibility

The European Commission states that cases
of money laundering through the life insurance
industry exist, but that the examples are few
and that sophisticated planning and knowl-
edge is needed to launder through the industry
(European Commission 2022: 117). FIU-
Denmark has no knowledge that gives reason
to assume that the situation is any different

in a Danish context.

Volume/transaction amount

As the life insurance and pension industry
collectively manages billions of kroner, volume
is itself a vulnerability.

Life insurance products and pension savings
are often products where large amounts are
accumulated over time. Therefore, there is a
potential to place illicit funds of a certain size.
FIU-Denmark is not aware of any examples of
this taking place on a large scale.

However, reports regarding the surrender of
certain schemes indicate that some customers
either make repeated surrenders amounting

to several millions, or that they wish to receive
payments of several million DKK in one go -
despite the surrender charge of up to 60%,
which goes to the state in tax.
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Potential for cross-border transactions
FIU-Denmark assesses that the vulnerability in
terms of the potential to move money across
borders is limited. The possibility exists if
companies allow customers to deposit funds
from foreign accounts, but FIU-Denmark has
no information to indicate that this is taking
place. The European Commission writes that,
although some countries consider the risk of
money laundering via the life insurance industry
to be significant, the vulnerability to interna-
tional transactions is assessed to be of low/
moderate significance (European Commission
2022: 119).

Costs

The cost of laundering through the life insur-
ance industry or through cross-sectoral pension
funds is high, as the most common typology

of channelling money through this industry
involves taxation of up to 60% of the funds.

Anonymity

The industry is aware of the money laundering
risks, according to the European Commission

in its Supranational Risk Assessment Reports
(SNRA) for 2019 and 2022 (European
Commission 2022: 119). However, the Danish
FSA has learned from its supervisory activi-
ties that the pension and insurance industry in
Denmark generally has a limited focus on com-
bating money laundering and terrorist financing.

Insurance companies typically have access to
much less information about their customers
than other industries (e.g., banks). Added to this
are the vulnerabilities that can arise from online
solutions if the industry’s KYC procedures

use only written documentation, which can be
forged by criminal actors.

Insurance intermediaries

The Danish FSA assesses that the money laun-
dering risk related to insurance intermediaries
is limited by the use of insurance intermediar-
ies by business customers (companies) (The
Danish Financial Supervisory Authority 2015a:
35). This is because regular premium payments
are made directly to the insurance company
and not via the intermediary. The use of insur-
ance intermediaries in Denmark is limited and
is mainly used by business owners as part

of the establishment of pension contracts for
employees. Intermediaries have no role in the
cash flows between the policyholder and the
company. As a result, the Danish FSA assesses
that intermediaries do not pose a significant
risk of money laundering (The Danish Financial
Supervisory Authority 2015a: 35). FIU-Denmark
has no knowledge that gives rise to a separate
risk assessment of insurance intermediaries.

FIU-Denmark assesses that the risk of money laundering
via the life insurance and pension industry is limited.

MONEY LAUNDERING RISKS IN SELECTED INDUSTRIES

= Box40 Pension savings can be attractive to the long-term criminal actor

Britta Nielsen, who in early 2020 was sentenced to six years and six months in prison for
defrauding the Danish Authority of Social Services of DKK 117 million, had set aside money
for retirement.

In February 2022, the Supreme Court ruled that the pensions could not be confiscated by the
State Prosecutor for Serious Economic and International Crime (SQIK), which wanted to use

the money to cover the costs of the case.

Criminal actors may therefore have an incentive to deposit money into pension schemes.
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6.6 PAYMENT SERVICES
Issuers of electronic money and providers of In this assessment, FIU-Denmark has empha-
payment services provide payment solutions sised that there are providers offering high-risk
and money transfers and are covered by products, e.g., cross-border money transfers
Section 1(1)(6) of the AML Act. Payment ser- based on cash deposits, and that the payment
vices are defined in Annex 1 of the Payment Act. services area contributes to fragmenting the

UX_) Payment services in Denmark are provided by payment landscape and spreading financial

% payment and e-money institutions, as well as activities across services and national borders.

= Box 41

companies with limited authorisation to provide
payment services and companies with lim-

ited authorisation to issue e-money. Agents in
Denmark operating money transfer services are
also covered by the payment services area.

MAIN FINDINGS

FIU-Denmark assesses that the
overall risk of money laundering via
payment services is significant.

There are many different types of companies in
this category and the risks differ from company
to company and from product to product. The
overall risk should therefore be seen as an aver-
age view of the entire payment services area.

Facts about the industry

This means that it is becoming increasingly dif-
ficult to get a comprehensive overview of cus-
tomers’ financial situation, making it harder to
identify suspicious activity. The partial customer
issue, the cross-border element of the payment
services area and the use of pool accounts con-
tribute to a significant money laundering risk in
this industry.

Section 1(1)(6) of the AML Act contains different
types of companies with different products and
with very different money laundering risks.

The following are discussed below:

e Issuers of electronic money with limited
authorisation

e Payment and e-money institutions

e Providers of payment services with limited
authorisation and agents in Denmark

e In 2022, six issuers of electronic money with limited authorisation, 15 providers of pay-
ment services with limited authorisation, four e-money institutions, 16 payment institu-
tions and 429 agents for money transfer services were registered with the Danish FSA.

e As of July 2022, there were 55 registered obliged entities in the category of e-money
issuers and providers of payment services in GOAML. Foreign companies, such as
Western Union and Ria Worldwide Money Transfer, report on behalf of their agents in

Denmark.

e Furthermore, there are around 1,700 providers of payment services registered in another
EU/EEA country that are present in Denmark without having a physical branch. These
services are not covered by Danish law and are not obliged entities in Denmark.
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Issuers of electronic money
with limited authorisation

Services that issue some form of credit, e.g.,
providers of gift cards for shopping centres.
These are digital payments, e.g., for meal
schemes, gift cards for shops, trade associa-
tions, etc. Many of these providers exchange
money for a voucher that works in shops and
restaurants that have signed an agreement with
the provider. As of July 2022, there were six
companies in this category.

Payment and e-money institutions

E-money institutions include major Danish
companies that facilitate payments between
private individuals or between corporate cus-
tomers. These are companies that provide ser-
vices such as bill payments, payments in online
shops, transfers between private individuals or
between private individuals and businesses,
etc. This part of the industry has a high trans-
action volume. Several large foreign financial
firms are categorised under different types of
authorisation. In this risk assessment, foreign
companies such as Revolut and Paysera are
treated collectively as new digital banks, with-
out reference to their respective authorisations.

Payment institutions facilitate payments
between two parties, e.g., services that enable
cash withdrawals, provide payment services
for e-commerce or arrange for the execution
of payments. There are 20 companies in

this category.

Providers of payment services with limited
authorisation and agents in Denmark

With a few exceptions, these are small busi-
nesses with very few employees, typically
carrying out money transfers, and several are
also authorised to provide currency exchange
services. Providers of payment services with
limited authorisation and agents in Denmark
offer the transfer of money between persons by
credit card or by handing over cash.

The money is transferred to a bank account or
through the delivery of cash to the beneficiary.
There are 15 providers of payment services
registered.

Agents for Western Union, MoneyGram and

Ria Money Transfer, for example, fall into this
category. An agent is a natural or legal person
acting on behalf of a payment institution, such
as a money transfer service. Agents for money
transfer companies are often kiosks and similar
establishments, and they are often agents of
several different money transfer services at the
same time. According to the Danish FSA, there
are 429 agents registered in Denmark.

More and more links in financial transactions

The range of different payment services availa-
ble means that it can be difficult to have a finan-
cial overview of each customer. More Danes are
becoming partial customers of various providers
and institutions nationally, as well as interna-
tionally, rather than conducting all financial
transactions through their primary bank. This
means that neither providers of payment service
nor banks have a full overview of a customer’s
financial situation, whether they are law-abiding
citizens or criminal actors. It also challenges the
authorities when identifying and investigating
suspicious activities, as information on transac-
tions, suspicious activity and assets, are scat-
tered across multiple obliged entities.

Pool accounts blur the picture

Several payment service providers make use
of so-called pool accounts. These are bank
accounts to pool customers’ funds. See illustra-
tion 4 in Chapter 4 Vulnerabilities in the Danish
anti-money laundering regime.

The use of pool accounts weakens the ability of
authorities to link transactions between persons,
as pool accounts will act as a layer between

the transactions of two parties. The more links
are added to the chain of transactions, the less
overview there is of each link in the chain.

MONEY LAUNDERING RISKS IN SELECTED INDUSTRIES



186 THE NATIONAL RISK ASSESSMENT OF MONEY LAUNDERING

MONEY LAUNDERING RISKS IN SELECTED INDUSTRIES

= Box42 An example of pool accounts
Person A in Denmark wants to transfer DKK 100 to Person B in Germany through a provider of
payment services. This is often done by transferring the money from Person A's bank account to
a pool account of the provider of the payment service. This can be at a bank in Denmark. From
there, the money is transferred to another account of the provider of payment services located in
Germany. From there, the money is transferred to Person B's account. This makes the transac-
tion between Person A and Person B appear as three separate transactions: a transaction from
Denmark to Denmark; a transaction from Denmark to Germany between two accounts belonging
to the same account holder; and finally, a transaction from Germany to Germany.
SUSPICIOUS TRANSACTION Reports involving payment services
REPORTS
Reports concerning the industry from other
From 2018 to 2021, FIU-Denmark received obliged entities mainly come from banks and
more than 10,000 reports from e-money issuers, concern customers and providers of payment
providers of payment services and money trans- services. These include the inability of banks to
fer services. In the same period, FIU-Denmark identify the source of funds or to map the rela-
received 208 reports from other obliged entities, tionship between the sender and the recipient
in which the payment services industry was in transactions carried out through providers
mentioned in the reason for suspicion. of payment services. There are also examples
of customers who, when using a provider of
Reports from the payment services industry payment services, withdraw or deposit cash via
the banks’ ATMs, thereby raising suspicions
There are several large actors in the payment of tax evasion, including undeclared work and
services sector, as well as a lot of small busi- turnover.
nesses. Payment institutions and e-money
institutions account for a large share of the total FIU-Denmark also receives a number of reports
number of reports from the industry. on providers of payment services, particularly
in relation to complex transaction flows. The
There are examples of business-related trans- reports also concern suspicions that provid-
fers to the customer’s private account, even ers of payment services linked to companies
though the customer’s company has a busi- reported to the police have no connection to
ness account with the e-money institution, and Denmark other than a banking connection, and
the customer is therefore suspected of having that funds whose origin cannot be documented
undeclared turnover. Furthermore, there are are flowing through the payment service.
examples where the obliged entity is unable to
understand the purpose of the transactions or
the source of funds in incoming and outgoing
customer transactions.
Number of reports on money laundering via payment services, etc.
= Table 16

2018

From the industry 1,740
About the industry 12

2019
1,870
39 61 96

2020
2,970

3,508 10,088

208

Source: FIU-Denmark 2022.

Note: Reports on the industry have been retrieved by searching for selected words in FIU-Denmark’s database. Hence, reports that do not contain these
words are not included in the data and the number does not provide a clear indication of the extent of money laundering, but of the frequency with

which the keywords are mentioned in the reports.
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RISK ASSESSMENT
Threats

The European Central Bank counts e-money
payments issued by European payment service
providers from the EU. In 2019, these transac-
tions amounted to the equivalent of almost
DKK 1.5 billion (European Commission 2022:
66). Of this, e-money from Luxembourg (PayPal
and Amazon) accounts for the vast majority.

Denmark, together with Belgium, the Czech
Republic, Latvia and the Netherlands, is
among the EU countries that host the major-

ity of European e-money issuers (European
Commission 2022: 67). The European
Commission sees e-money used in cases such
as drugs, counterfeit products and match-fixing
and assesses e-money issuers as posing a sig-
nificant risk (level 3/4) (European Commission
2022: 68).

The use of prepaid cards is seen in a few cases
of money laundering through money mules,
where the funds from, for example, IT-related
financial crime are exchanged into prepaid cards
and handed over to the criminal organisers.

Danish services are also involved in convictions
for money mule activity in Denmark, where
young people have funds transferred to apps
on their phones and then withdraw the money
in cash for the criminal organiser in exchange
for a small payment. This type of money mule
activity often occurs in conjunction with the use
of one or more payment service.

FIU-Denmark has information indicating that
criminal actors in Denmark use foreign services,
in particular, to conceal transactions and spread
their financial exposures across several juris-
dictions. The foreign payment services are not
obliged entities in Denmark. Money allegedly
derived from crime is transferred to foreign ser-
vices that can be used here in Denmark to pay,
for example, rent and loan repayments.

FIU-Denmark assesses that Danish services
can also be used by criminal actors to conceal
the source of funds and to diversify their finan-
cial exposures.

Money transfers can take place, for example,
at a kiosk, where customers pay with cash or a
debit card, which the company arranges to be
transferred to the recipient designated by the
customer for a fee. Accounts are not created
within the company.

The European Commission considers agents
of money transfer services as a risk factor
(European Commission 2022: 78). FIU-
Denmark assesses that agents for international
money transfer services have a high risk of
money laundering, as money transfer activities
are often only part of a business, e.g., a kiosk.
The business might not be aware of KYC obli-
gations and has a lower understanding of AML
because the service is not the primary activity
of the business. Furthermore, there may be
challenges for the parent company in relation
to effective control and training of all associ-
ated agents (European Commission 2019: 82).

As set out in Chapter 3 National threats, money
transfer services and providers of payment
services are part of several major money laun-
dering networks. The European Commission’s
risk assessment shows that the infiltration of
these providers by criminal actors significantly
increases the risk of money laundering.
FIU-Denmark assesses that this conclusion
also applies in a Danish context.

FIU-Denmark is aware of cases where inter-
national money transfer services have been
used to transfer illicit funds to foreign accounts,
including as part of larger money laundering
networks. Money transfer services have been
used in drug-related crime, as well as in tax
and VAT crime cases.

MONEY LAUNDERING RISKS IN SELECTED INDUSTRIES
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Vulnerabilities

Accessibility

Many payment service providers are app-based
and can be used quickly and intuitively by most
customers on a daily basis. Some providers

of payment services operating in Denmark

only target business customers; for example,
through corporate cards or invoice payments. In
these cases, the on-boarding process is likely to
be more extensive than for private individuals.

e [ssuers of electronic money with limited
authorisation: Products on the prepaid card
and gift card market are easily accessible.
The products can be bought for cash in
kiosks and supermarkets or via payment
cards on the internet.

e Payment and e-money institutions: Danish
payment and e-money institutions are
widely used by private consumers and busi-
nesses in Denmark due to their accessibility
and integration with banks.

e Providers of payment services with limited
authorisation and agents in Denmark: It is
easy to use money transfer services where
customers can make cross-border transac-
tions without prior registration or agreement.
However, if a person wishes to transfer
money without registration or presentation
of identity documents, a simple knowledge
of the threshold amounts and registration
requirements of money transfer services is
required.

Volume/transaction amount

The size of transactions that can be carried out
in the payment services area varies. Depending
on the type of authorisation, there may be limits
on the total amount of transactions that can be
carried out by the service. The limits on cus-
tomers’ transactions are set by the individual
services. Products for business customers have
a higher potential for large transactions than
products for private customers.

Restricted issuers of e-money: There are
often limits on the amount of money cus-
tomers can spend on prepaid cards or gift
cards. In these cases, a large number of
transactions - possibly using money mules
- will be required to integrate large amounts
of illicit funds through prepaid products.

Prepaid cards are an easy way to move
small amounts of money, but as it requires
the extensive use of money mules or straw
men, it is more obvious for criminal actors to
use people involved in the actual trading of
e-money products (European Commission
2022: 69).

Payment institutions and e-money institu-
tions: The overall transaction volume for
payment institutions is large, as payment
institutions handle a large share of Danes’
daily transactions, such as bill payments
and grocery shopping. E-money institutions
in Denmark have a high volume and a high
number of transactions. For example, in
2021, 424 million transactions, totalling
DKK 160 billion, were made through Mobile-
Pay (MobilePay, n.d.). Overall, FIU-Denmark
assesses that it is possible to carry out
significant transactions via payment institu-
tions and e-money institutions.

Providers of payment services with lim-
ited authorisation and agents in Denmark:
Providers of payment services with limited
authorisation may have maximum total
payment transactions of EUR 3 million per
month, equivalent to DKK 22.5 million (EU
Payment Services Directive 2018: 93).

There is no fixed upper limit for money
transfer services for each transaction and
the size is set by the merchants themselves.
FIU-Denmark assesses that it is possible to
carry out large transactions through money
transfer services.

FIU-Denmark has information that money
transfer services and agents are exporting
large amounts of cash abroad. The Danish
Customs Agency states that in 2021, money
transfer services declared the export of

a total of almost DKK 206 million. These
funds are collected on an ongoing basis
and then exported to be exchanged. The
amounts involved are between DKK 1 and
4 million per week, carried out by persons
through Danish airports. Therefore, this
figure covers only the declared funds and
not cash smuggled out via airports.
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Potential for cross-border transactions

The payment services area is a cross-border
industry, but the share of their transaction
volume involving cross-border transactions
varies from service to service. FIU-Denmark
assesses that there is a higher risk associated
with products through which many cross-bor-
der transactions can be made compared to
transactions that take place between Danish
obliged entities.

e Issuers of electronic money with limited
authorisation: Some e-money products, in
particular gift cards, may have a geograph-
ically limited field of application. Gift cards
issued to specific shopping centres have no
value elsewhere unless the gift card can be
resold. Other forms of prepaid receivables,
such as gift cards that can be used online
with international groups, are an easy way
to send value across borders without having
to physically move the funds.

For example, it is possible to take a photo
of the receivable (e.g., a gift card redeem-
able on the internet) and send the code for
redemption to other persons. This modus
operandi has been identified in several of
FIU-Denmark’s partner services in Europe.

Although cash is still the preferred means
of many criminal actors, e-money can
have advantages when it comes to moving
money across borders, assesses the Euro-
pean Commission. The European Commis-
sion also reports that European FIUs have
seen many cases of misuse of e-money
for tax evasion, drug trafficking and pros-
titution. Similarly, there are cases where
the proceeds of drug sales were laundered
via prepaid cards (European Commission
2022: 69).

As of July 2022, there were six issuers of
electronic money with limited authorisa-
tion. They offer different products, such

as online payments for food, gift cards for
shops, a local trade association, etc. It is
FIU-Denmark’s immediate assessment that
the potential for conducting cross-border
transactions through these companies for
the purpose of concealing illicit funds is not
obvious.

e Payment institutions and e-money institu-
tions: It is the assessment of FIU-Denmark
that one half of the e-money institutions
licenced in Denmark primarily carry out
transactions between Danish customers,
both private and business. The other half
are divisions of international companies
offering international payments with foreign
currencies or crypto-assets.

In relation to international e-money institu-
tions, there is a high potential for cross-bor-
der transactions, as any transactions through
these companies are cross-border in nature.
A characteristic of several foreign e-money
institutions is their rapid onboarding of new
customers. There are a number of vulnera-
bilities associated with rapid onboarding that
may increase the risk of inadequate KYC
procedures, including the use of forged doc-
uments and identity papers.

Several payment institutions in Denmark
are large international companies. As a
result, the potential for cross-border trans-
actions is significant. Some providers of
payment services primarily service the
Danish market, where the potential for
cross-border transactions will be limited.

e Providers of payment services with lim-
ited authorisation and agents in Denmark:
Transferring money across borders is the
primary business model for money transfer
services, so the potential for cross-border
transactions is naturally high. Many cus-
tomers use money transfer services, for
example, to transfer remittances to family
members abroad.

Costs

The costs of using payment services and
e-money issuers vary from product to product.
In general, FIU-Denmark assesses that the
costs associated with using services in this
industry are low for the consumers of these
services. Among payment institutions and
money transfer services, prices for services are
a competitive factor. For example, some foreign
payment services offer free cash withdrawals
in the EU, free business accounts or low fees
for international transactions.

MONEY LAUNDERING RISKS IN SELECTED INDUSTRIES
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Anonymity

Issuers of electronic money with limited
authorisation: The possibility to remain
anonymous when using prepaid credit is
high, as several of these products do not
require registration and in some cases can
be purchased with cash. Danish issuers
of electronic money provide some of their
services via the internet. For example, it is
possible to buy gift cards worth thousands
of DKK without providing anything more
than a phone number and an e-mail address
and an address that may be fake. The gift
card can then be transferred electronically
to others or used in a wide range of shops.
However, when paying by payment card,
anonymity is limited unless the customers
use borrowed or stolen credit card details.

Payment institutions and e-money institu-
tions: The vast majority of Danish payment
institutions require identification via MitID or
photo ID. The user is not anonymous, except
in the case of borrowed, forged or stolen
documents.

It is generally difficult for the user to remain
anonymous during the onboarding phase
of these services. FIU-Denmark assesses
that the same applies to Danish e-money
institutions.

e Providers of payment services with limited
authorisation and agents in Denmark: If a
single transaction is below EUR 1,000,
corresponding to approximately DKK 7,500,
the company is not required to carry out KYC
procedures. In the case of repeated trans-
actions exceeding EUR 1,000 or a recurring
customer, the money transfer service must
identify the customer. However, the company
must comply with the requirements of the
Funds Transfer Regulation on information
about the payer and the payee, even if the
company is not required to implement KYC
procedures according to the requirements of
the AML Act (The Danish Financial Supervi-
sory Authority 2020a: 57).

For all categories, the risk is increased by vulner-
abilities that can arise from online solutions if the
industry’s KYC procedures rely solely on written
documentation, which can be forged by criminal
actors nationally, as well as internationally.

FIU-Denmark assesses that the overall risk of money laundering
via payment services is significant.
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FINANCIAL LEASING

It follows from Section 1(1)(8) of the AML Act
that companies and persons who profession-
ally engage in one or more of the activities
mentioned in Annex 1 are covered by the AML
Act. Financial leasing is covered by Annex 1 of
the AML Act. Under Section 48(1) of the AML
Act, undertakings and persons offering finan-
cial leasing must register with the Danish FSA.
Financial leasing is a form of financing that can
be used to finance various products, such as
cars, office equipment and machinery in agri-
culture, construction, transportation and more.

- Box 43

MAIN FINDINGS

FIU-Denmark assesses that the
risk of money laundering via the
leasing industry is

In this assessment, FIU-Denmark has empha-
sised that financial leasing can be used to
integrate illicit funds and that the risk of money
laundering is high in cases where criminal actors
own or control a financial leasing company. FIU-
Denmark assesses that it is difficult for indi-
vidual customers to launder large amounts via
financial leasing, but that it depends on the size
and design of the leasing agreement.

Facts about the industry

6.7

)
%)
=

e There are several types of leasing, but only providers of financial leasing are covered by

the AML Act.

¢ In the case of financial leasing, the product is financed during the leasing period. At the
end of the leasing period, the lessee is typically liable for the residual value. This means

that the lessee is required to buy or to provide a new buyer for the product.

e Financial leasing is sometimes seen as a product offered by authorised car dealers as a
side business alongside the provision of car loans.

e Insome cases, the financial leasing provider has a partnership with a dealer, such as a
car dealership, whereby the choice of car and financing are made by the same company.
When the leasing provider cooperates with a dealer, the financial leasing provider is still

an obliged entity.

e The Danish FSA reported that in 2021 there were 232 registered companies offering
financial leasing. As of July 2022, 46 leasing companies were registered with GoAML.

e There are different sizes of companies in this industry; there are both small companies
that buy and lease a few cars and large companies with many branches across the

country.

MONEY LAUNDERING RISKS IN SELECTED INDUSTRIES
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Number of reports on money laundering via financial leasing

= Table17 2018 2019 2020
From the industry 26 52 77 103 258
About the industry 189 385 550 946 2,070

Source: FIU-Denmark 2022.

Note: Reports on the industry have been retrieved by searching for selected words in FIU-Denmark’s database. Hence, reports that do not contain these
words are not included in the data and the number does not provide a clear indication of the extent of money laundering, but of the frequency with
which the keywords are mentioned in the reports.

MONEY LAUNDERING RISKS IN SELECTED INDUSTRIES

SUSPICIOUS TRANSACTION
REPORTS

From 2018 to 2021, FIU-Denmark received a
total of 258 reports from the financial leasing
industry and 2,070 reports in which the leasing
industry or financial leasing was mentioned in
the reason for suspicion.

Reports from the leasing industry

Among the reports from the leasing industry,
there are examples of customers making vary-
ing instalments regarding the agreed deadlines.
There are also examples of payments where
the source of funds cannot be accounted for

or where payments are made by a third party.
There are also examples of people presenting
documentation such as payslips and tax returns
that are suspected to be forged.

Reports involving financial leasing

Money laundering reports from obliged entities
other than the leasing industry come mainly
from banks. There are reports on both custom-
ers and leasing companies. The reports mostly
concern suspicions of money laundering in
general and not specifically money laundering
through the leasing industry.

For example, the reports related to specific leas-
ing companies concern account activities that
are not in line with the industry. There are also
examples where the ownership of the company
is perceived as suspicious and includes benefi-
cial owners residing abroad.

RISK ASSESSMENT
Threats

It is the assessment of FIU-Denmark that the
extent of money laundering via financial leasing
is moderate. Money laundering can be carried
out either by owning a leasing company or by
having relations with persons who own a leasing
company. Furthermore, illicit funds can be used
to pay off a lease agreement.

The threat is thus different depending on
whether it is the customers or the owners of the
leasing company who are laundering money
through financial leasing companies.

While money laundering via instalment pay-
ments on a lease agreement is a money laun-
dering modus operandi that can be difficult for
leasing companies to detect, money laundering
where dealers are knowingly involved is more
complex. The complexity can increase further if
the leasing company is part of a larger criminal
corporate structure.

Police monitoring shows that bikers and gang
members are interested in leasing, and the topic
was also included in the government'’s political
initiative regarding organised criminal groups
(Bandepakke 3) adopted in 2017.

Vulnerabilities

Accessibility

Availability in the industry depends on the
money laundering modus operandi. If the crimi-
nal actor is a lessee and launders by using illicit
funds to pay the lease payments, the industry is
easily accessible.
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If the criminal actor launders money by owning
a leasing company, the industry is moderately
accessible, as it requires capital, e.g., for the
acquisition of cars, knowledge of applicable
rules in the area, etc.

Volume/transaction amount

If criminal actors are connected to a leasing
company or own a leasing company, large
amounts of money can be channelled through
the leasing industry.

In some cases, such as the leasing of luxury
cars or industrial machinery, customers can
also launder large amounts of money by paying
lease payments with illicit funds. FIU-Denmark
assesses that it is difficult for individual cus-
tomers to launder large amounts via financial
leasing, but that this depends on the size and
design of the leasing agreement.

Potential for cross-border transactions

The possibility of cross-border transactions via
financial leasing is limited, but money launder-
ing through the leasing industry often involves
an element of foreign transfers; for example, in
connection with the purchase and sale of cars
abroad.

Costs

Costs associated with money laundering
through leasing can be high. Setting up and run-
ning a leasing company requires start-up capital
and expertise. The cost of money laundering
through lease instalments, on the other hand,

is assessed to be moderate and may consist of
integrating criminal proceeds by paying off lease
payments with illicit funds.

At the end of the lease period, criminal actors
(as well as ordinary customers) can buy the
leased asset and resell it.

Anonymity

In many cases, dealers broker leasing agree-
ments on behalf of a financial leasing company.
In this way, the KYC procedures are carried out
by the individual dealer. The financial leasing
provider who provides the actual financing does
not meet the customer but has to rely on infor-
mation provided by the partner. If financial leas-
ing companies do not meet their customers, this
can be a vulnerability.

According to FATF, vulnerabilities related to the
use of online services and written documen-
tation as a substitute for face-to-face commu-
nication apply to all industries (FATF 2018b:
82). Onboarding via remote communication
also increases vulnerabilities because criminal
actors can make use of forged documents.

As stated above, there is an obligation to regis-
ter with the Danish FSA if a company provides
financial leasing. Registration requires the com-
pany to disclose and provide criminal record
certificates of the management and beneficial
owners. This makes it difficult to remain anon-
ymous if the criminal actors own or control a
leasing company, but the beneficial owners can
remain anonymous by using straw men. The
same applies to customers of leasing compa-
nies, who may try to hide their identity by having
another person appear as the lessee on the
leasing agreement.

FIU-Denmark assesses that the risk of money laundering

via the leasing industry is

MONEY LAUNDERING RISKS IN SELECTED INDUSTRIES
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6.8 LAWYERS

RISK

- Box44

Lawyers are covered by the AML Act when they
provide assistance in advising on or carrying out
transactions concerning a matter as described
in Section 1(1)(13) of the AML Act. This
includes advising on or carrying out transactions
relating to the matters referred to in the Act, as
well as carrying out a financial or real estate
transaction on behalf of and at the expense

of a client.

Furthermore, companies and persons who
otherwise provide the same services as the
groups of persons mentioned in points 13-15
are covered by Section 1(1)(16). This means
that persons other than lawyers providing legal
advice may also be covered by the AML Act.
The risk assessment below applies to lawyers
and their activities. For others providing legal
advice, many of the risks that apply to lawyers,
approved auditors, tax advisers and others will
also be relevant.

MAIN FINDINGS
FIU-Denmark assesses that

the risk of money laundering
involving lawyers is

Facts about the industry

This assessment is based on it generally being
considered that only a small number of lawyers
actively assist criminal actors in laundering pro-
ceeds. However, if other lawyers are not aware
of the risks, they can be misused for money
laundering.

The lawyers who actively assist criminal actors
pose a threat of money laundering. The large
proportion of lawyers who do not wish to assist
criminal actors may unwittingly contribute to
money laundering when advising on a legal
position. This may be the case, for example,
when a client requests legal assistance from the
lawyer in a given area of law. In such a case, the
lawyer will clarify the legal framework and may
thereby unwittingly assist money laundering if
the knowledge gained by the client is to be used
for money laundering purposes without the law-
yer's knowledge.

In this assessment, FIU-Denmark has empha-
sised that lawyers’ specialised knowledge can
be misused to facilitate money laundering and to
set up and control corporate structures for crimi-
nal actors. FIU-Denmark is aware of international
cases where lawyers knowingly or unknowingly
participate in money laundering activities; for
example, in connection with setting up corporate
structures that conceal beneficial ownership or
misuse client accounts.

e According to Section 1(1)(13) of the AML Act, lawyers are only covered:

a) if they provide assistance in advising on or carrying out transactions for their clients relat-
ing to: (i) the purchase and sale of real estate or companies; (i) the management of cli-
ents’ money, securities or other assets; (iii) the opening or management of bank accounts
or securities deposits; (iv) the raising of capital needed for the creation, operation or
management of companies; or (v) the creation, operation or management of companies,

foundations, etc.

b) when carrying out a financial or real estate transaction on behalf of the client and at the
client's expense. This means that the lawyer must be aware of situations when they enter
into a client relationship that makes them subject to the AML Act.

e There are approximately 7,000 lawyers in Denmark. According to the Danish Bar and
Law Society, around 3,000 of them are covered by the AML Act.

e Asof July 2022, 78 lawyers and law firms had registered in GOAML.
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At the same time, FIU-Denmark receives very
few reports from the industry.

In Chapter 3 National threats, we assess the risk
for professional advisers. Professional advisers
may include lawyers and others if they knowingly
provide advice and otherwise assist criminal
actors in money laundering. We consider that
the risk is significant regarding professional
advisers. However, in Chapter 6 we assess the
legal profession as a whole, which means that in
assessing lawyers we consider the risk to both
lawyers who assist criminal actors and lawyers
who do not wish to participate in money launder-
ing or money laundering attempts, but who may
be misused against their knowledge and against
their will. Therefore, the rating is lower here than
for professional advisers alone.

Lawyers have a special status in a society gov-
erned by law, as they help to ensure the legal
rights and legal position of citizens. Therefore,
when the EU directives and the related Danish
AML Act were adopted, a balance was struck
whereby only some of the lawyers’ case types
are covered by the AML Act, and in certain cases
lawyers are exempt from submitting reports on
suspicious transactions or activities.

For example, lawyers are not covered by the
AML Act when buying and selling movable prop-
erty, such as a yacht, an airplane, machinery,
etc. Lawyers can therefore assist or carry out the
transaction for a client without being covered by
the AML Act. These transactions pose a risk of
money laundering in that some movable prop-
erty may have a particularly high value and can
therefore be used to transfer assets.

Money laundering can occur both in cases
where the lawyer is subject to the AML Act

and in cases where the lawyer is not subject

to the AML Act. This risk assessment primarily
describes the ways in which money laundering
can take place when the lawyer is covered by
the AML Act, but also includes some ways in
which a lawyer can be misused for money laun-
dering outside the scope of the AML Act.

Knowingly or unknowingly

Lawyers can be involved to varying degrees in
the money laundering process. There may be
cases where a criminal actor seeks advice, for
example, on corporate structures or tax matters,
which do not give rise to the lawyer’s suspicion.

As a lawyer, one can be misused if one is not
aware of potentially suspicious activity. In this
case, the lawyer may inadvertently provide
advice on aspects of corporate law that the
criminal actor chooses to exploit. Lawyers
may also engage in activities because they are
deceived by false documentation provided by
criminal actors. In these cases, the lawyer is
exploited. Lawyers can also be passively com-
plicit by failing to ask questions about suspi-
cious activities.

Lawyers can also be consulted for advice on
how to circumvent certain legislation and can
take a more proactive approach to the money
laundering process by deliberately providing
advice to criminal actors.

Lawyers provide legitimacy

The use of a lawyer in a money laundering
process can be attractive for criminal actors
because lawyers have competencies that crim-
inals need if they are to launder money on a
large scale. Lawyers can assist with advice and
representation of the client to set up companies
nationally, as well as internationally, set up and
manage accounts, prepare documentation and
represent companies in transactions, including
real estate transactions. Lawyers may, in some
cases, be misused without their knowledge,

or they may play a more or less active role in
relation to some of the money laundering typol-
ogies that FIU-Denmark considers to pose the
greatest risks (see Chapter 5 Money laundering
typologies).

It is attractive for criminal actors to receive
advice from lawyers, as lawyers can add legiti-
macy to a criminal activity. A money laundering
process may require specific transactions or
access to specific knowledge, whereby law-
yers' specialised knowledge may be in demand
(FATF 2018a: 41). According to the European
Commission, organised criminals often use
lawyers in the money laundering process
because it gives legitimacy to their activities
(European Commission 2022: 195).

Lawyers can assist criminal actors with the
legal, financial and tax aspects of buying and
selling real estate or buying and selling com-
panies. This risk is particularly present in the
case of politically exposed persons or foreign
clients who, for example, want to buy luxury
properties or properties or companies abroad.
This can take place with or without the lawyer’s
knowledge.

MONEY LAUNDERING RISKS IN SELECTED INDUSTRIES
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Lawyers may be unwittingly complicit in the
money laundering process by setting up compa-
nies for criminal actors (European Commission
2022:195). In some cases, lawyers are used

to set up companies in a complex or opaque
corporate structure. Companies with opaque
corporate structures are often set up in several
different countries. Constructing opaque cor-
porate structures is complicated and therefore
criminal actors need the assistance of profes-
sionals in terms of legislation and tax (European
Commission 2022:194-195).

SUSPICIOUS TRANSACTION
REPORTS

As shown in the table below, the legal profes-
sion sent 65 reports from 2018 to 2021. About
half of these reports were from bankruptcy
lawyers.

In the same period, FIU-Denmark received

961 reports from obliged entities in which law-
yers are included in the reason for suspicion.
These reports include reports about specific
lawyers and reports where the suspicion does
not necessarily concern the lawyer, but where
the lawyer is mentioned as part of the descrip-
tion of the suspicious activity. Reporting entities
typically do not distinguish whether the lawyer’s
area of practice is covered by the AML Act or
not. Therefore, it is not possible to interpret
from the figures that FIU-Denmark received

961 reports about lawyers laundering or helping
others to launder money, but only that lawyers
were in one way or another included in these
reports.

Reports from lawyers

FIU-Denmark has received reports from law-
yers handling bankruptcy estates stating that
companies have had suspicious incoming and
outgoing payments and misuse of their busi-
ness accounts. Furthermore, there are reports
of clients with false identification, suspicious
transactions, mortgage fraud and suspicious
deposits to the client account, where the client
cannot prove the source of the funds.

Reports involving lawyers

Most reports about lawyers come from banks
and audit firms. These reports concern persons
who try to misuse the legitimacy of lawyers, in
particular through fraud. They include informa-
tion on lawyers who have been disbarred from
practicing law on the basis of inappropriate
connections and client relationships. There are
also reports of lawyers who have suspicious
transactions on their client account and lawyers
who cannot provide the bank with sufficient
evidence of the source of funds, the client’s
personal details or the destination and purpose
of the funds.

A few reports concern lawyers who are directors
of several companies through which suspicious
funds are transferred. Furthermore, the reports
also concern business customers receiving large
amounts of money from law firms, which are
then passed on to other companies in Denmark
or abroad. Several reports also concern lawyers
believed to be part of networks suspected of
organised money laundering, document forgery
and tax and VAT fraud.

Number of reports on money laundering via lawyers

= Table 18 2018
From the industry 7
About the industry 178

2019
22 27 9 65
270 281

232 961

Source: FIU-Denmark 2022.

Note: Reports on the industry have been retrieved by searching for selected words in FIU-Denmark’s database. Hence, reports that do not contain these
words are not included in the data and the number does not provide a clear indication of the extent of money laundering, but of the frequency with

which the keywords are mentioned in the reports.
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There are several reasons for a
limited number of reports

FIU-Denmark assesses that it is likely that
money laundering attempts via a lawyer do not
always come to the attention of FIU-Denmark.
This may be because lawyers are not always
required to report suspicious activities.

Lawyers are not covered by the AML Actiin all
types of cases, which is why lawyers do not have
to report to FIU-Denmark or the secretariat of the
Council of the Danish Bar and Law Society, but
instead must withdraw from the client relation-
ship when the case area is not covered by the
scope of the AML Act.

Thus, there may be several reasons for the low
level of reports from lawyers. The type of case
must be covered by the AML Act for lawyers to
report suspicious circumstances. Moreover, the
lawyer should not be covered by the exception to
the requirement to report.

The limited number of reports may also be
because it can be difficult for lawyers to detect
attempts to exploit lawyers in a money launder-
ing context. The relationship between lawyers
and their clients can be long-term, in which case
lawyers will know their clients well. On the one
hand, the lawyer has an in-depth and confiden-
tial knowledge of the client and their circum-
stances; on the other hand the lawyer is also

in a relationship that may result in reluctance

to report.

= Box45

However, the close relationship between
the client and lawyer, as well as the lawyer’s
in-depth legal knowledge, can also help to
reduce the risk of money laundering, as the
lawyer can try to prevent possible criminal
activity.

The European Commission points out that there
is generally a low level of reporting of suspicious
circumstances by lawyers in Europe and that it
is therefore difficult to draw out specific typol-
ogies as examples of what the reports show
(European Commission 2022: 196). According
to the Swedish Police Authority, the reason for
the low number of reports may be that lawyers,
knowingly or unknowingly, take part in money
laundering processes, fail to comply with the
AML Act’s reporting obligations or do not have
sufficient knowledge of the relevant rules

(The Swedish Police Authority 2021: 113-114).

RISK ASSESSMENT
Threats

It is allegedly a small number of lawyers who
actively and knowingly assist criminal actors.
The threats are partly from lawyers who know-
ingly assist criminals and partly from criminal
actors who manage to misuse a lawyer without
the lawyer’'s knowledge.

Lawyer’s partial obligation to report

If the case is covered by the AML Act, lawyers must report according to Section 26 if they
suspect money laundering or terrorist financing. Under Section 27(1) of the Act, lawyers are
exempt from the obligation to report in Section 26 when they "assess the client’s legal posi-
tion". This includes information on the interpretation of applicable law. Thus, if the lawyer
has established the client’s legal position, the lawyer does not have to report, but must
instead withdraw from the client relationship. This also applies to persons and companies
as mentioned in Section 1(1)(13-16) when they assist a lawyer, cf. Section 27(3).

If the lawyer knows or ought to know that the client is seeking assistance for the purpose of
money laundering or terrorist financing, the lawyer is obliged to report, cf. Section 27(4).
If the lawyer does report, the lawyer is not obliged to withdraw from the case.

If the case is not covered by the AML Act and the lawyer suspects that they are assisting the
client with a criminal offence, the lawyer does not have to report, but instead withdraw from
the client relationship in order not to contribute to money laundering or terrorist financing

through their advice.

MONEY LAUNDERING RISKS IN SELECTED INDUSTRIES
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In international cases, including major data
leaks such as the Pandora Papers and Dubai
Uncovered, lawyers have engaged in activities
that conceal beneficial ownership. FIU-Denmark
is also aware of cases in Denmark where law-
yers are suspected of assisting criminal actors
in the money laundering process; for example,
by selling advice as crime-as-a-service (see
Chapter 3 National threats, in the section on
Professional advisers). FIU-Denmark has also
learnt that some lawyers do not use their client
account in accordance with the rules.

A lawyer’s client account can be misused as
part of a money laundering process. Lawyers
have a high degree of legitimacy and, therefore,
using lawyers’ client accounts for transactions
also provides a high degree of legitimacy for
the client. Criminal actors may therefore have

a desire to channel money through a client
account. If the underlying action appears legiti-
mate, it can be difficult for lawyers to detect.

Misuse of the lawyer’s client account can

occur when the lawyer carries out financial
transactions on behalf of the client with money
derived from crime, including transactions to
companies and persons abroad, purchase of
properties, companies or land on behalf of the
client (European Commission 2022: 195). In
Denmark, there are reports indicating that some
lawyers are allowing clients to transfer money
through client accounts in breach of the rules
on client accounts. The European Commission
assesses the threat from lawyers and other
legal advisers as very high (level 4/4) (European
Commission 2022: 197).

Vulnerabilities

Accessibility

Involving a lawyer in the money laundering pro-
cess - whether knowingly or unknowingly - gives
criminal actors access to knowledge and exper-
tise that they are unlikely to possess themselves.
However, the availability of the industry may
depend on what the client wants to involve the
lawyer in. It is the assumption of FIU-Denmark
that the majority of the legal profession will
refuse to assist with obvious criminal activities,
and that there are only a few lawyers who are
very active in assisting criminal actors.

According to the European Commission, crimi-
nal actors do not consider it particularly difficult
to gain access to legal actors. By using the skills
of legal actors, they do not need to develop
these competencies themselves (European
Commission 2022: 196).

When establishing a client relationship covered
by the AML Act, the lawyer must carry out KYC
procedures, which means that some clients may
be rejected. Furthermore, in some cases money
laundering of a certain amount will be required
before a lawyer needs to be involved. If, on the
other hand, the client needs a promissory note
or another relatively simple service, no special
planning is required.

With digital developments, more legal services
are available online. This can include setting

up and managing businesses and companies,
contracts and other agreements, etc. These
new legal-tech solutions make services more
accessible to clients who need relatively simple
services. This may increase the risk of money
laundering if these solutions involve less face-
to-face communication with clients or if the con-
trols become weaker. It can be assumed that the
KYC is significantly more limited than in cases
where the lawyer meets their clients (European
Commission 2022: 197). The Commission

also points to the fact that actors offering legal
services online, who are not lawyers them-
selves, have generated debate about what
constitutes legal services, including advice and
automatically generated contracts (European
Commission 2022: 194).

Volume/transaction amount

It is difficult to quantify how much money can be
laundered by using a lawyer in the process. It is
FIU-Denmark’s assumption that criminal actors
will have a greater incentive to use a lawyer
when dealing with larger and more complex
money laundering set-ups and where a lawyer is
therefore needed.

The amount of the transaction depends on the
service provided by the lawyer. If the lawyer is
dealing in real estate or business transactions,
the amount involved may be many millions

of DKK, whereas if the lawyer is setting up a
company, the amount involved may be smaller.
Depending on the services involved, it is pos-
sible to launder significant amounts of money
through the industry. Significant amounts can
also be passed through lawyers’ client accounts.
Information regarding the source of funds is in
many cases protected by the lawyer’s client
confidentiality, preventing banks from knowing
the origin of the funds.
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Potential for cross-border transactions

Lawyers can advise on how to set up and
manage companies, which criminal actors can
use to evade taxes and channel criminal pro-
ceeds by channelling funds across borders.
Through the legal profession, there is therefore
potential to move money across borders. FIU-
Denmark has reports showing that law firms are
sending large amounts of money abroad without
any immediate logical explanation.

Foreign clients may represent an increased risk,
as it may be more difficult to obtain satisfactory
KYC.

Costs

Using lawyers for money laundering can be
costly. This reduces the incentive to use a
lawyer unless it is a necessity and unless the
criminal actor has access to a lawyer willing to
assist.

The costs depend on the role the lawyer plays in
the criminal setup. In some cases, the cost will
consist of a fee, while in other cases the lawyer
will get a share of the criminal proceeds. As
shown in Chapter 3 National threats, complete
money laundering set-ups can be purchased at
a relatively low cost.

Anonymity

FIU-Denmark assesses that it is difficult to use
a lawyer without disclosing one’s identity unless
one uses a straw man. However, lawyers are
not always required to prove the identity of their
clients. It is only when the matter falls within the
scope of the AML Act for lawyers that the lawyer
has to carry out KYC procedures - otherwise
they do not. At the same time, FIU-Denmark
assumes that the often close relationship
between the lawyer and client may be a barrier
to the client being able to remain anonymous in
relation to the lawyer. Information on lawyers’
clients rarely comes to the knowledge of FIU-
Denmark, as lawyers submit few reports. This
constitutes a vulnerability.

While the confidential relationship between the
client and lawyer is justified on the one hand by
citizens' legal rights, it is at the same time a vul-
nerability to the authorities’ ability to be alerted
to suspicious circumstances.

As with other industries, the same applies to
lawyers, where the risk is increased by vulnera-
bilities that can arise from online solutions if the
industry’s KYC procedures rely solely on written
documentation, which can be forged by national
as well as international criminal actors.

There are very few cases where lawyers are
charged with money laundering or assisting
money laundering or other financial crime.
Lawyers are often not part of the transaction
unless it concerns their client accounts or com-
panies in which they are directors or hold other
key positions. Therefore, lawyers do not appear
directly in the transaction monitoring. TTypically,
suspicious lawyers act as links in criminal
networks. It is the assessment of FIU-Denmark
that it is often difficult to lift the burden of proof
against lawyers and other advisers, including in
relation to whether they have contributed know-
ingly or unknowingly.

Money laundering can occur both in cases
where the lawyer is covered by the AML Act and
in cases where the lawyer is not covered by the
AML Act. As not all lawyers’ areas of practice
are covered by the AML Act, in many cases law-
yers will not have to carry out KYC procedures.
This can be exploited without the lawyers being
aware of it, as the lawyers do not necessarily
have the same knowledge of the client when
they are not required by the rules of the AML Act
to perform KYC.

Lawyers must always be aware of money laun-
dering, but the specific duties of the lawyer
depend on whether the case is covered by the
AML Act. For more information on when lawyers
are covered by the AML Act, see the Council of
the Danish Bar and Law Society’s guidelines

on prevention of money laundering and terrorist
financing and the Council of the Danish Bar and
Law Society’s revised money laundering guide-
lines (The Danish Bar and Law Society 2022).

FIU-Denmark assesses that the risk of money laundering

involving lawyers is
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6.9

RISK

—> Box 46

APPROVED

AUDITORS, TAX
ADVISERS, EXTERNAL
ACCOUNTANTS, ETC.

Approved auditors (state-authorised or regis-
tered auditors) are covered by Section 1(1)(14)
of the AML Act. Non-approved auditors, tax
advisers, external accountants or other persons
or undertakings providing assistance, advice

or support on tax matters are covered by
Section 1(1)(16) of the AML Act.

There are several differences between
approved and non-approved auditors. One of
them is that companies and persons covered by
Section 1(1)(16) cannot make a wide range of
statutory declarations to ensure that the mate-
rial complies with the applicable legislation.
Approved auditors can.

Facts about the industry

MAIN FINDINGS

FIlU-Denmark assesses that the risk of
money laundering involving either approved
or non-approved auditors is

In this assessment, FIU-Denmark has empha-
sised that the specialised knowledge and
expertise of approved auditors, as well as the
possibility of declaring themselves on accounts,
may be attractive for criminal actors to take
advantage of. Using an approved auditor also
provides legitimacy, as approved auditors have
a special status as the public sector’s trusted
representatives.

e Section 1(1)(14) covers auditors and audit firms approved in accordance with the Act on

Approved Auditors and Audit Firms.

e Section 1(1)(16) covers tax advisers, external accountants, non-approved auditors and
other persons and undertakings providing the same services as lawyers, approved auditors

and real estate agents.

e Approved auditors perform various tasks for their clients. Tasks can range from forming
and reorganising companies, auditing, issuing assurance reports, bookkeeping, preparation
of annual and interim accounts, tax, corporate and investment advice, audit certification by
an authority imposed on a client, etc. An approved auditor does not necessarily provide all
the services listed, but may specialise in one or more.

e According to the Danish Business Authority, as of 1 January 2022, approximately
1,300 approved audit firms and 3,100 approved auditors were registered in Denmark.

e 554 approved auditors or audit firms were registered with GoOAML as of July 2022.

e According to the Danish Business Authority, there are up to 8,000 tax advisers, account-
ants, etc. 178 were registered in GOAML as of July 2022.
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= Box 47

Public sector representatives

According to the Act on Approved Auditors and Audit Firms, the approved auditors are the
public sector’s representatives when they issue assurance reports, including by issuing audi-
tors’ reports on annual accounts submitted to the Danish Business Authority. The approved
auditors must provide an independent assessment of the material provided by each client for
the requested assurance service. Independence is particularly important as capital presence
declarations are required for forming and reorganising companies, capital increases, etc.,
which are services defined as being at increased risk of money laundering. Furthermore, the
approved auditors are subject to quality control performed by the Danish Business Authority

for tasks involving assurance reports, cf. Section 29 of the Act on Approved Auditors and Audit

Firms, as well as a requirement for statutory liability insurance for tasks performed.

It should be noted that ‘auditor’ is not a protected title, which is why someone under
Section 1(1)(16) can call themself an auditor, but not a state-authorised accountant, regis-
tered auditor or approved auditor. Non-approved auditors are also not subject to quality
control or statutory auditors’ liability insurance requirements.

The use of an approved auditor could therefore provide a legitimate front for money launder-
ing and other financial crime.

Particularly when laundering large amounts

of money through businesses and compa-
nies, criminal actors need declarations on the
accounts, and having an approved auditor sign
off on the accounts gives the impression that
the activities are legal. Conversely, criminal
actors who need to launder smaller amounts
may have an incentive to opt out of auditing
altogether, if possible.

Approved as well as non-approved auditors,
external accountants, tax advisers and others
have knowledge that criminal actors need

for money laundering purposes. Persons and
undertakings covered by Section 1(1)(14) and
Section 1(1)(16) may give advice on matters
that are normal subjects to give advice on, but
which may be misused by criminals, if in con-
nection with the advice, auditors are not aware
of the context of the advice and the risks of
money laundering.

Itis the assessment of FIU-Denmark that the
vast majority of the auditing industry will refuse
to assist with obvious criminal activities, and
that only a few auditors are very active in assist-
ing criminal actors.

It is the assessment of FIU-Denmark that ser-
vices that include advice on complex corporate
structures in Denmark, as well as abroad, com-
plex tax advice, customers with companies in
cash-based or labour-intensive industries pose
the greatest risks, regardless of whether the
advice is provided by approved auditors, tax
advisers, accountants or others.

According to the European Commission, there
is a significant to high risk of money laundering
concerning approved auditors, accountants, tax
advisers and others (European Commission
2022: 188). The same assessment is found in
Sweden (The Swedish Police Authority 2021:
34), while in Norway the assessment is that
approved auditors and accountants pose a
moderate risk (The Norwegian Police/PST
2020: 46). However, in the UK, the assessment
is that the industry is associated with a high risk
of money laundering (HM Treasury 2020: 79).

According to FATF, the risk is typically highest
when providing financial and tax advice, com-
pany formation agents, dealing in real estate,

carrying out financial transactions or using the
auditor’s connections to gain access to banks
(FATF 2019a: 11).

MONEY LAUNDERING RISKS IN SELECTED INDUSTRIES
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—> Box 48

In Chapter 3 National threats, we assess the
risk for professional advisers. Professional
advisers may include approved and non-ap-
proved auditors if they knowingly provide
advice or otherwise assist criminal actors in
money laundering. We consider that the risk
is significant regarding professional advisers.
However, in Chapter 6 we assess the industry
as a whole, which means that in assessing
approved auditors, as well as non-approved
auditors, tax advisers, external accountants,
etc., we consider the risk to those auditors, etc.,
who assist criminals and those auditors, etc.,
who do not wish to participate in money laun-
dering or money laundering attempts, but who
may be misused without their knowledge and
against their will. Therefore, the rating is lower
here than for professional advisers alone.

Knowingly or unknowingly

Auditors and others (approved and non-ap-
proved auditors, external accountants, tax
advisers, etc.) can, with their knowledge and
skills, knowingly facilitate money laundering by
actively assisting criminal actors. Auditors and
others can also be passively complicit by not
asking questions about suspicious activities.

One can also be misused without one’s knowl-
edge if one is not aware of potentially suspi-
cious activity. Auditors and others may also

be forced by criminal actors to assist in money
laundering.

Auditors and others can provide advice on what
is legal or illegal without having any desire for
the advice to be used for money laundering or
other financial crime. The advice may concern
tax matters, business operations, corporate
structures, change of ownership, financial mat-
ters, etc., which are normal case areas in this
industry, but which may also be relevant for
criminal actors to get advice on.

Fraudulent COVID19 aid packages

Approved auditors

For organised criminals, approved auditors

can be particularly attractive because they are
allowed to sign off on accounts and can thus
"vouch" for the financial health of a company.

If a criminal has a lot of money to launder, this
may involve trade-based money laundering
(read more about trade-based money laundering
in Chapter 5 Money laundering typologies, in the
section The cross-border phenomenon: Trade-
based money laundering). In this context, it is
essential to have an approved auditor sign off on
the accounts. Such accounts can also be used to
take out loans, provide credit, etc.

Approved auditors may knowingly or unknow-
ingly assist in, for example, layering the link
between the owner and the source of funds,
company formation, designing accounting
systems, providing accounting and auditing
services, preparing documentation (accounts
or references, fraudulent income and expendi-
ture), acting as insolvency handlers and provid-
ing general accounting advice.

Auditors can play a more or less active role in
relation to some of the money laundering typol-
ogies that FIU-Denmark considers to pose the
greatest risks (see Chapter 5 Money laundering
typologies).

External accountants, tax advisers and others

Undertakings and persons covered by

Section 1(1)(16) may assist in the preparation
and submission of accounts, provide advice on
tax matters and may otherwise provide advice
on several of the same subjects that approved
auditors can provide advice on, but they cannot
issue declarations on the accounts. As such,
they cannot provide quite the same level of
legitimacy that approved auditors can.

In February 2021, an approved auditor was convicted of attempted fraud with COVID19 aid
packages. The auditor had assisted organised criminals in producing employment letters,
repatriation letters and pay slips for two companies in order to obtain aid packages.
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Non-approved auditors can issue compilation
reports on annual reports for smaller com-
panies. A compilation report only provides
assurance that the annual accounts have been
prepared in accordance with the requirements
of the Financial Statements Act, but does not
provide assurance that the information is true.

The European Commission assesses that tax
advisers are used by organised crime groups to
set up opaque structures, i.e., corporate struc-
tures where the identity of the beneficial own-
er(s) of the structure in question is often hidden,
such as through the use of straw men. The
creation of these complex corporate structures,
which also often involve companies in several
countries, including tax havens, is complicated
and requires professional legal and tax advice.
According to the Commission, this advice

can be provided by tax advisers (European
Commission 2022:187).

SUSPICIOUS TRANSACTION
REPORTS

FIU-Denmark received 3,793 reports from
approved auditors and 155 reports from
accountants, tax advisers, etc., during the period.
There has been a significant increase in the
number of reports since 2019.

In 2019, the Danish Business Authority pub-
lished guidance on, among other things, audi-
tors’ obligation to report illegal shareholder
loans, as these loans reflect unjustified receipt
of funds obtained through a criminal offence.
FIU-Denmark has analysed reports from
approved auditors from 2018 to 2021, and
found that the number of reports increased sig-
nificantly after the Danish Business Authority’s
guidance on the obligation to report illegal
shareholder loans. At the same time, the
proportion of reports related to illegal share-
holder loans also increased. Over the whole
period analysed, two out of three reports from
approved auditors concerned illegal
shareholder loans.

Number of reports on money laundering via approved auditors

= Table 19

From approved auditors
About auditors

2018 2019 2020
32 177 1,907 1,677 3,793
414 768 1,423 1,914 4,519

Source: FIU-Denmark 2022.

Note:

Reports of money laundering via approved auditors have been retrieved by searching for selected words in FIU-Denmark’s database. Hence, reports

that do not contain these words are not included in the data and the number does not provide a clear indication of the extent of money laundering, but
of the frequency with which the keywords are mentioned in the reports. It is rarely clear from the report whether the suspicion relates to an approved or

non-approved auditor.

Number of reports on money laundering via accountants, tax advisers, etc.

= Table 20
From accountants, tax
advisers, etc.

About accountants, tax
advisers and others

2018 2019 2020 2021
3 18 58 76 155
56 101 191 220 568

Source: FIU-Denmark 2022.

Note:

Reports of money laundering via accountants and tax advisers have been retrieved by searching for selected words in FIU-Denmark’s database.

Reports that do not contain these words are not included in the calculation and the number does not give a clear indication of the extent of money
laundering, but of the frequency with which auditors are mentioned in the reports. It is rarely clear from the report whether the suspicion relates to

an approved or non-approved auditor.
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Reports from approved auditors

FIU-Denmark receives many reports from
auditors where there are examples of share-
holder loans in violation of Section 210 of the
Companies Act. Reports of illegal shareholder
loans account for two thirds of reports from
approved auditors. The reports also include
suspicions that auditors’ clients provide incor-
rect VAT and tax information, as well as exam-
ples of companies violating the cash prohibition
threshold.

Reports involving auditors

Money laundering reports from obliged entities
other than the audit profession are primarily
submitted by banks, but authorities are also
aware of reports submitted about audits that do
not appear to have been conducted in accord-
ance with the rules.

These include reports about specific auditors
and reports where suspicion does not neces-
sarily relate to the auditor, but where the auditor
is mentioned in the description of suspicious
activity. It is rarely clear from the report whether
the suspicion relates to an approved or non-
approved auditor. Therefore, it is not possible to
interpret from the figures whether the reports on
auditors are about auditors who are laundering
or helping others to launder money.

There are reports about auditors appearing to
assist their clients in financial crime, such as
by auditing accounts without performing actual
audit procedures. There are also reports con-
cerning an auditor having suspicious clients,
including in cash-based industries such as
temporary work agencies, restaurants, person-
nel hire, etc. There are also reports concern-
ing untaxed funds, large amounts of money
going abroad, reports that the client's income
is quickly transferred to accounts in other
banks in Denmark and abroad, and there are
examples of reports about the auditor’s help in
obtaining unauthorised support from COVID aid
packages.

Reports from tax advisers,
external accountants, etc.

FIU-Denmark receives few reports from tax
advisers, external accountants, etc., although
many are obliged entities. Reports concerning
illegal shareholder loans also represent a large
proportion of the reports from tax advisers,
external accountants and others, as well as the
reports from external accountants, tax advisers
and others, there are examples of customers
committing tax and VAT evasion. This includes
non-reporting or misreporting of VAT or tax, as
well as undeclared turnover.

Reports involving tax advisers,
external accountants, etc.

FIU-Denmark received 568 reports concern-
ing accountants, tax advisers, etc., during the
period. The reports come mostly from banks
and a few from approved auditors. The reports
often concern illegal shareholder loans and tax
and VAT evasion.

RISK ASSESSMENT

Threats

FATF highlights that organised criminals make
use of professional advisers, including auditors,
to launder criminal proceeds (FATF 2018a:
41), and the European Commission states

that approved auditors, tax advisers, account-
ants and the like are among the actors most
frequently misused by organised criminals

for money laundering (European Commission
2022: 188).

FIU-Denmark has information indicating that
certain auditors in Denmark assist in facilitating
companies for criminal actors, preparing forged
documents and advising on money laundering
and other financial crime. These auditors pose
a significant threat of money laundering. Read
more about professional advisers in Chapter 3
National threats.
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FIU-Denmark’s data includes reports on
approved auditors who are auditors for some of
the companies about which FIU-Denmark has
received many reports. However, it can be dif-
ficult to determine whether they are knowingly
assisting their customers in money laundering
or whether they are unaware of their customers’
suspicious activities.

FIU-Denmark finds it very likely that these
approved auditors are or should be aware that
they are auditors for a large number of compa-
nies that are suspicious or even criminal actors.
FIU-Denmark suspects that a smaller propor-
tion of the approved auditors knowingly assist
criminal actors.

According to the European Commission, ser-
vices provided by accountants and approved
auditors, advisers and tax advisers have certain
similarities with legal advice provided by law-
yers. These professionals may inadvertently
provide advice to be used for money laundering
purposes, but may also be complicit or wilfully
negligent in the performance of their obligations
with respect to KYC requirements (European
Commission 2022: 198). For approved audi-
tors and other accounting professionals, the
European Commission considers the threat of
money laundering to be significant (level 3/4)
(European Commission 2022: 188).

- Box 49

According to the European Commission, law
enforcement authorities have evidence that
organised criminals often use the advice of
tax advisers and involve tax advisers in their
money laundering schemes. The European
Commission considers the services of tax
advisers to be central to a money laundering
setup and assesses that the threat of money
laundering in relation to advisers and tax advis-
ers is very significant (level 4/4) (European
Commission 2022: 188).

Vulnerabilities

Accessibility

By involving an adviser in the money laundering
process, criminal actors gain access to knowl-
edge and expertise that they do not possess
themselves. However, there is a significant risk
for criminal actors wishing to use an auditor as
part of a money laundering process unless there
is certainty that the auditor will either not ask
questions or even assist in the money laundering
process. Therefore, criminal actors will need to
know who to address; however, it is the opinion
of FIU-Denmark that such knowledge is availa-
ble in criminal networks.

No specific skills or knowledge are required
to access the legal services of tax advisers.
Criminal organisations use the skills of these
professionals to set up money laundering
systems.

Danish auditors with clients residing abroad

Clients residing abroad who use Danish approved auditors, accountants, etc., may pose
a risk. For example, they may manage, acquire or dispose of companies or properties in
Denmark on behalf of the client, especially if the funds are to be transferred to the client

abroad.

Example: A Danish client residing abroad asks a Danish accountant or an approved auditor
for assistance in selling a company in Denmark. The client states that the proceeds of the
sale should be transferred to the client account of the client’s lawyer and from there to the
client’s bank account in the country where the client is resident.

MONEY LAUNDERING RISKS IN SELECTED INDUSTRIES
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There is also evidence that some criminal
actors are attempting to collude with and
deliberately involve tax advisers in their money
laundering schemes (European Commission
2022: 188).

If auditors (approved as well as non-approved)
do not meet their clients face-to-face, the risk of
money laundering increases, as controls may be
weaker in the case of online services and advice,
where it can be assumed that knowledge of the
client is significantly more limited than in cases
where the adviser meets their clients (FATF
2018b: 82). Thus, it may increase the risk of
money laundering if the distance to the customer
results in a more limited knowledge of the cus-
tomer compared to when the auditor meets the
customer in person.

Volume/transaction amount

FIU-Denmark assesses that the amount of
money that can be laundered using auditors
(approved as well as non-approved) is high,
particularly in the case of larger trade-based
money laundering networks or in major tax and
VAT evasion cases. However, it is not possible to
quantify the amount of money that can be laun-
dered using the auditing profession.

Potential for cross-border transactions
Approved auditors can provide advice, set up
and manage companies that can be used for
tax evasion and to channel criminal proceeds
to/from abroad. The same applies to non-ap-
proved auditors, as well as others who can
advise on these matters. External accountants
or others performing bookkeeping-related
tasks may transfer funds to foreign accounts
or companies. This conceals the source of the
funds and the accountant has contributed to the
money laundering process for the customer -
actively or passively.

Costs

Using an approved auditor can be costly. This
applies regardless of whether the companies
using auditors are engaged in legal or illegal
activities. If an audit is not required, due to the
limited size and turnover of the company, there
may be an incentive for both legal and illegal
companies not to use an auditor. This is not
only because it is costly, but also because there
may be a risk for the criminal actor that the
auditor will suspect their criminal activities and
report them.

Tax advisers can reduce the cost of money
laundering for the criminal actor, for example,
by allocating income to be laundered to jurisdic-
tions with low or no taxation.

The cost of active money laundering services
provided by approved auditors, tax advisers,
accountants and others depends on the role
the auditor plays in the criminal setup. In some
cases, the cost will consist of a fee, while in
other cases the auditor will get a share of the
criminal proceeds. As shown in Chapter 3
National threats, complete money laundering
set-ups abroad can be purchased relatively
cheaply.

Anonymity

It is not possible to use an approved auditor,
tax adviser, accountant or similar services
anonymously, unless the clients use a straw
man and/or forged documents. As for all
other obliged entities, approved auditors, tax
advisers, external accountants, etc., may face
challenges in identifying beneficial owners in
relation to complex corporate structures and
especially in relation to foreign companies,
because the registers in other countries are
often inferior or more difficult to access than
the Danish registers.
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The limited reporting by auditors on other mat-
ters than illegal shareholder loans presents

a vulnerability, as it means that authorities

are only to a limited extent made aware of
suspicious activities of auditors’ clients.

It is FIU-Denmark’s view that when approved
auditors discover an activity that does not
comply with the rules, they correct it so that the
rules are followed. These are typically breaches
of accounting rules and other issues related to
the audit work. Approved auditors, in particular,
are responsible for correcting these matters.
However, a lack of awareness of money laun-
dering risks and a lack of knowledge of when

to report is a vulnerability in this industry.

Itis also the experience of FIU-Denmark that
there is uncertainty among non-approved audi-
tors as to when there is an obligation to report.

The relationship between auditors and their cli-
ents will often be long-term and therefore most
auditors will know their clients well. Therefore
while, on the one hand, there is thorough knowl-
edge of the customer and their circumstances,
on the other hand there is also a relationship
that may cause reluctance to report. This is con-
sidered to apply to both approved and non-ap-
proved auditors.

The same applies to customers who only use
online services and where the company’s KYC
procedures solely rely on written documenta-
tion that can be forged by criminal actors.

Auditors are typically not directly included in the
suspicious transaction data. It is the assess-
ment of FIU-Denmark that it is difficult to lift

the burden of proof against auditors and other
advisers, especially in relation to whether they
have been aware of their clients’ activities and
whether the auditor has contributed knowingly
or unknowingly.

FIU-Denmark assesses that the risk of money laundering involving
either approved or non-approved auditors is

= Box50 One-off customers

Approved auditors, tax advisers, external accountants and others may have clients who only
want to buy a single service, e.g., company formation, and therefore only have a short-term
relationship with them. In such a case, the accountant can assist with the necessary docu-
ments and forward them to an approved auditor who can certify them.

Failure - either knowing or unknowing - to carry out the statutory KYC procedures on these
clients constitutes a risk.

MONEY LAUNDERING RISKS IN SELECTED INDUSTRIES
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610 REAL ESTATE AGENTS AND
Persons and undertakings registered as real and the absence of cash payments, which dif-
estate agents in the Danish Business Authority’'s fers from other European countries where the
register of real estate agents are covered by risk of money laundering via real estate is higher
Section 1(1)(15) of the AML Act, both when (level 4/4) (European Commission 2022: 183).
they are engaged in buying and selling and

e when acting as intermediaries in connection Itis the assessment of FIU-Denmark that real

g with renting real estate. estate trades in Denmark are protected against

= Box51

money laundering because of the cooperation
of banks and mortgage credit institutions, which

MAIN FINDINGS makes it more difficult to conceal one’s iden-
tity without the use of forged documents, and
FlU-Denmark assesses that the because the use of cash is limited. Furthermore,
risk of real estate agents and real real estate agents have a short but close
estate agencies being misused for relationship with the customer, which allows
money laundering is them to get a good insight into the customer’s
personal circumstances. However, the level of
In this assessment, FIU-Denmark has empha- reporting among Danish real estate agents is
sised the structure of the Danish housing very limited.

market, the organisation of real estate agents

Facts about the industry

e The real estate intermediation industry distinguishes between real estate agents and
commercial real estate agents.

e Real estate agents are linked to the intermediation of real estate for/to consumers, e.g.,
the sale and purchase of properties, renting, property valuation, or advising consumers
regarding the purchase and sale of real estate for non-commercial use.

e "Real estate agent” is a protected title and the intermediation of real estate to/for con-
sumers can only legally be done in association with a registered real estate agent; alter-
natively, a lawyer can be specifically registered as a real estate agent.

e The real estate industry is characterised by a high degree of organisation, with up to 80%
of real estate agencies organised as chains.

e Commercial real estate agents broker the sale or rental of commercial real estate to pro-
fessional actors, both for housing and for investment. This is complemented by valuation,
market analysis and advice.

e According to the Danish Business Authority, as of June 2022, 3,825 persons were regis-
tered in the Danish Business Authority’s register of real estate agents. As of July 2022,
230 real estate agents were registered with GoAML.

e There were just over 113,000 private real estate transactions involving real estate agents
in 2021, according to boligsiden.dk. The Danish Association of Chartered Estate Agents
estimates that the number of self-sales without an offer through a real estate agent is
approximately 15,000-20,000 annually.

e Real estate agents brokered private real estate transactions in Denmark for just over
DKK 295 billion in 2021, according to boligsiden.dk. It is difficult to estimate the volume
of real estate transactions between professionals, but the transaction volume for 2021 is
estimated at DKK 120 billion (Cushman & Wakefield | RED 2022).
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Number of reports on money laundering via real estate agents

= Table 21

From the industry
About the industry

2018 2019 2020
5 6 3
173 291 480

Source: FIU-Denmark 2022.

Note: Reports on the industry have been retrieved by searching for selected words in FIU-Denmark’s database. Hence, reports that do not contain these
words are not included in the data and the number does not provide a clear indication of the extent of money laundering, but of the frequency with

which the keywords are mentioned in the reports.

In the case of commercial real estate agents, the
risk is higher. This is because Danish commercial
properties may be owned or bought by foreign
companies. This risk is largely absent for private
properties, as legislation largely restricts the pur-
chase of properties by foreign individuals.

The presence of foreign companies may make it
more difficult for obliged entities to identify the
companies’ beneficial owners, and compared
with the often higher amounts for the acquisition
of commercial real estate, it is the assessment
of FIU-Denmark that the risk of money launder-
ing via commercial real estate agents is higher
than for real estate agents offering trades to
private individuals.

SUSPICIOUS TRANSACTION
REPORTS

FIU-Denmark rarely receives reports from

real estate agents. Real estate agents sent

18 reports from 2018 to 2021. Compared to
the large number of housing transactions that
take place every year, the number of reports
is modest. As also shown in the table, FIU-
Denmark received 1,450 reports regarding the
real estate market during the same period.

The European Commission points out that there
is generally an low level of reporting of suspi-
cious circumstances by real estate agents in
Europe (European Commission 2022: 183).

Real estate agents have an obligation to report
suspicious activity, even if a property sale has
not been completed, because they can gain
insight into suspicious customer relationships,
whether or not the sale is finalised.

Reports from real estate agents
In reports from real estate agents, there are

examples of uncertainty about funds originating
from abroad.

There are also examples of suspicious renova-
tions that are suspected to have been financed
with illicit funds. Furthermore, real estate agents
report on fraud and forgery and on clients who
do not want to disclose their identity or benefi-
cial ownership.

Money laundering reports
regarding real estate

It is mainly banks that report suspicions of money
laundering via real estate or real estate agents.
Among other things, banks report possible tax
evasion in relation to property transactions and
renovations. There are also examples where

the customer cannot explain the source of the
funds. Reports concerning real estate agencies
relate to the agency engaging in transactions that
are considered atypical for the industry. Some
companies seem to have no real activity, but just
an account that appears to be used as a transit
account. There are also examples of networks

of individuals suspected of attempting to take
out unauthorised mortgages using fabricated
payslips and employment contracts.

RISK ASSESSMENT
Threats

It is difficult to estimate the amount of money
being laundered through real estate. According
to the European Commission, in 2017, money
laundering through real estate was estimated
to amount to more than DKK 10,000 billion per
year worldwide (European Commission 2019a:
184). The European Commission has found
that in London alone, individuals and compa-
nies with a high risk of money laundering own
property worth the equivalent of almost DKK
40 billion. However, it should be noted that real
estate transactions in countries such as the UK,
the USA and Dubai pose an especially high risk,
as in some countries properties can be bought
for cash; furthermore, real estate agents are not
obliged entities in some countries.

MONEY LAUNDERING RISKS IN SELECTED INDUSTRIES
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FIU-Denmark assesses that the real estate
industry is used by a significant number of indi-
viduals in criminal environments to buy property
to live in, but also for investments that can gen-
erate rental income, generate profits from sales
and generate equity that can be used to obtain
additional bank loans. At the same time, there
is a significant volume of transactions in the
industry. Against this background, FIU-Denmark
assesses that the threat is significant.

In the Norwegian national risk assessment (The
Norwegian Police/PST 2020: 41-42), the risk of
money laundering via real estate is assessed to
be significant, and Norwegian police highlight
the sale of properties with a false increase in
value, renovation using illegal funds, and the use
of straw men. The latter makes identification of
beneficial owners difficult. Several real estate
agents have an anti-money laundering system
in place, but there is often a lack of coherence
between policies, procedures and practices.
Norwegian police consider it very likely that
some real estate agents are engaged in sys-
tematic and organised financial crime or are
involved in facilitating money laundering through
real estate for criminal actors.

In the Swedish national risk assessment, the
risk of money laundering via real estate is
assessed to be significant, and they highlight
the payment of money in connection with the
purchase of real estate, after which the buyer
withdraws from the purchase and has the
money paid to another account. They also report
the use of straw men to conceal the true owner-
ship, under- or over-valuation of properties and
lack of control of the source of the funds (The
Swedish Police Authority 2021: 112-113).

FIU-Denmark assesses that some of the typolo-
gies highlighted by the Swedish and Norwegian
police and the European Commission are also
possible in Denmark. The lack of risk aware-
ness and the low degree of coherence between
preventive measures and practice is also seen
in the Danish context.

Vulnerabilities

Accessibility

Money laundering through real estate is acces-
sible because, in most cases, it does not require
specific knowledge or technical expertise. In
simple cases, a property in need of moderni-
sation is acquired. The property is renovated
for criminal proceeds and when the property is
sold, the gain appears as a legal profit from the
sale of real estate.

In cases where specific knowledge is required,
such as the purchase of commercial real estate,
criminal actors can purchase the necessary
services from professional advisers.

Volume/transaction amount

The real estate market is characterised by large
one-off transactions that allow a lot of money to
be placed in one asset.

The industry is also characterised by the
involvement of real estate agents in collabo-
ration with other professionals in real estate
transactions where the risk of money laundering
is high, such as banks. When the responsibil-
ity to comply with AML obligations applies to
banks, real estate agents and possibly other
industries, there is a risk that the task falls
between two stools because each industry
believes that the other industries are complying
with AML obligations (European Commission
2022: 183). At the same time, the short-term
nature of real estate agents’ relationships with
their clients may make it difficult for real estate
agents to assess when suspicious activity is
taking place (FATF 2022b: 14). On the other
hand, the relationship with clients is often also
personal and detailed because real estate
agents visit the seller's home and can gain
insight into personal matters that may be rele-
vant in a money laundering context. This allows
real estate agents to detect suspicious circum-
stances that are not visible to the bank.

When buying a property, the buyer must have

a down payment of 5% of the price of the prop-
erty. The down payment is deposited with the
seller's real estate agent and is generally paid
into the real estate agent’'s account. For a prop-
erty purchase of, say, DKK 3.5 million, the buyer
must deposit DKK 175,000 with the real estate
agent. The real estate agent must not receive
more than DKK 200,000 in total, cf. Section 24
of the Executive Order on dissemination, etc.,
when selling real estate. If the down payment is
higher, the amount must be paid into a separate
account opened in the seller's name at a bank.

FIU-Denmark is aware of examples of real
estate agents who have an account for the
operation of the company where down pay-
ments are also deposited, which can make

it difficult to keep track of where the money
originates from and whether, in the event of a
reversal, the money is returned to an account
other than the original one.
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Potential for cross-border transactions

Money from abroad for the purchase of real
estate in Denmark poses a risk because it may
be more difficult to identify beneficial owners
abroad and more difficult to assess the source
of the funds. Also see Chapter 4 Vulnerabilities
in the Danish anti-money laundering regime, in
the section on Challenges in identifying benefi-
cial owners in Denmark and abroad.

In connection with investment in commercial
real estate, FIU-Denmark has been informed
that up to half are foreign investors, who are
usually represented by a lawyer. In the corporate
part of the market, it may therefore be more diffi-
cult to assess the source of funds from abroad
and to verify the beneficial owners, compared to
real estate transactions among private individ-
uals in Denmark, where it is easier to verify the
identities of the buyer and seller.

Costs

Buying and selling real estate involves costs in
the form of real estate agents’ fees, land reg-
istration fees to the government, interest and
other costs related to the possible establish-
ment of loans. It is the assessment of
FIU-Denmark that these costs are high, which
may make it less attractive to launder money via
the real estate industry. However, large amounts
of money can be invested, which in total
reduces the cost per million laundered. On the
other hand, properties will typically increase in
value over time, which can reduce costs or even
resultin a net gain.

Regarding the placement of funds, the cost is
likely to be less as properties are not just for
layering but for use, including possibly for use in
criminal activities, e.g., factories, farms or club
premises or as legal rental property. The risk

of losses from money laundering via the real
estate market is likely to be small in the long
run, but there may be costs associated with the
loss of property value in the short run.

Anonymity

When buying property in Denmark, ownership
is registered on the title deed, which is recorded
in the publicly accessible land register. The title
deed therefore shows who is the owner of the
property, but it is possible to conceal an identity

by having another person appear on the deed. It
is also possible to buy property through a com-

pany in order to conceal the identity of the bene-
ficial owner (European Commission 2022: 180).

When dealing with properties owned or pur-
chased by associations, limited companies or
other company forms, it can be challenging to
verify the beneficial owner(s). As it will often be
the day-to-day management that is registered
as the beneficial owners, it is possible, in some
cases, to conceal the identity of the ultimate
beneficial owners. Therefore, it can be difficult
to precisely identify the underlying ownership
and control structure.

An often fierce competition between real estate
agents and the often very short time between
the buyer’s offer and the actual sale may lead to
a failure to carry out adequate KYC procedures
before selling a house.

The European Commission describes that the
size of real estate agencies has an impact on
risk awareness, with larger agencies being more
aware of their AML obligations than smaller
agencies because the smaller agencies are not
part of a larger organisational framework that
provides guidance and training on AML legisla-
tion. Risk awareness is also affected by whether
real estate agents expect other industries,

e.g., banks, to implement KYC requirements
(European Commission 2022: 182-183). These
factors may also be relevant in a Danish con-
text, but it is the assessment of FIU-Denmark
that these differences do not exist to the same
extent in Denmark. This is partly because Danish
real estate agents generally have a high level

of education and because the Danish Business
Authority’s AML supervision finds the same level
of deficiencies in both real estate agent chains
and independent real estate agents.

It should be noted that there is a growing trend
for real estate agents to provide virtual services,
which means that the agents do not meet the
clients in person. If the industry relies solely on
written documentation in their KYC procedures,
criminal actors nationally, as well as interna-
tionally, have more opportunities to use forged
documents. This increases the risk of real estate
agents being misused for money laundering.

FIU-Denmark assesses that the risk of real estate agents
and real estate agencies being misused for money laundering

IS
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6.11 PROVIDERS OF SERVICES
Providers of services to undertakings are cov- By combining two or more of the services
ered by Section 1(1)(17) of the AML Act. These offered by service providers, this industry
so-called service providers set up companies, can be used to conceal ownership, affiliation,
act as directors, provide a c/o address, offer address, etc. This could be, for example, a
virtual office hotels and act as fund managers provider who offers a postal address and tele-
X or nominees. phone answering services, post forwarding ser-
%) vices, etc., for customers who are not physically

—> Box52

MAIN FINDINGS

FIlU-Denmark assesses that the
risk of money laundering via
service providers is high.

In this assessment, FIU-Denmark emphasises
that individually the services have a significant
risk, while in combination they constitute a
high risk.

Facts about the industry

present at the address.

Criminal actors can use service providers to
set up, house and operate businesses that

are used to send and receive the proceeds of
crime. In particular, it may be advantageous to
use service providers in connection with foreign
companies and/or small, legal companies in
Denmark in an attempt to avoid the authorities’
attention.

e Service providers include, cf. Section 2(1)(12) of the AML Act, companies that:

— set up companies, undertakings or other legal entities.

— act as, or arrange for another person to act as a member of management in a company.

— or who participates in a partnership or a similar position in other companies.

— provide domicile address, or other address which is similarly intended as a contact
address, and related services for a company.

— act as, or arranges for another person to act as, the custodian or administrator of a
foundation, trust or a similar legal arrangement for someone else to act as, a manager
or administrator of a fund, trust or similar legal arrangement.

— acts as, or arrange for another person to act as, the nominee for third parties, unless
this concerns a company whose ownership shares, etc., are traded in a regulated market
or equivalent which is subject to disclosure in accordance with EU law or equivalent

international standards.

e Service providers must be registered in the Danish Business Authority’s anti-money-
laundering register in order to legally provide the services.

e According to the Danish Business Authority there were approximately

1,000 service providers in 2021.

e As of July 2022, 40 service providers were registered with GOAML.
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Number of reports on money laundering via service providers

= Table22 2018 2019 2020
From the industry 7 2 1 15 25
About the industry 8 17 21 41 87

Source: FIU-Denmark 2022.

Note: Reports on the industry have been retrieved by searching for selected words in FIU-Denmark’s database. Hence, reports that do not contain these
words are not included in the data and the number does not provide a clear indication of the extent of money laundering, but of the frequency with

which the keywords are mentioned in the reports.

SUSPICIOUS TRANSACTION
REPORTS

FIU-Denmark rarely receives reports from ser-
vice providers. As shown in the table above,
the industry sent 25 reports from 2018 to 2021.
In the same period, FIU-Denmark received

87 reports of money laundering via service
providers from other obliged entities.

Reports from service providers

In reports from service providers, there are
examples of atypical behaviour among ser-
vice providers’ customers. For example, this
includes companies trading for amounts that
are not in line with their expected turnover or
their latest accounts. There are also examples
of customers not being able to prove the source
of funds and company owners linked to other
companies in bankruptcy proceedings.

Reports involving service providers

Money laundering reports from other obliged
entities on money laundering via service provid-
ers come mainly from banks. There are reports
on service providers and on customers of ser-
vice providers. Regarding the customers, there
are examples of inconsistent and suspicious
business relationships. These are, for example,
customers who frequently change address or
have an address at a virtual office space that
also hosts previously convicted companies.
Similarly, there are companies that are engaged
in something other than their declared in line of
business.

Furthermore, there are examples of suspected
tax evasion, including undeclared wages for
employees.

RISK ASSESSMENT
Threats

It is difficult to assess the extent of money laun-
dering via service providers. According to the
Danish Business Authority, there are several
examples of customers and service providers
carrying out criminal activities that they attempt
to conceal through the services provided by the
service provider. There are legitimate reasons
for using a service provider but their services are
ideal for concealing ownership, addresses, etc.

Service providers are vulnerable to exploita-
tion by criminal actors (FATF & Egmont Group
2018b: 6). The European Commission indicates
that many shell companies make use of service
providers. They often do not have a physical
presence and use c/o addresses and nominee
directors whose actual function in the shell
company is limited (European Commission
2022: 145).

Service providers can be used as part of a
money laundering setup to make corporate
structures more opaque, obscure beneficial
ownership or management relationships and
hide a company’s physical presence. The
threat is higher the more of these services a
company uses, as each service contributes
to the concealment of the real activity and the
real persons involved. A company that uses a
professional owner, professional director but
is located in a virtual office space is obviously
more difficult for authorities to detect.

MONEY LAUNDERING RISKS IN SELECTED INDUSTRIES
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Vulnerabilities

Accessibility

Contacting service providers requires no special
planning or knowledge and most service pro-
viders have online contact with their customers.
There does not need to be physical contact
between the criminal actor and the service pro-
vider, and once contact is established, the ser-
vice provider can initiate the agreed activities.

For Danish business owners, it is easy to set up
companies via the Danish Business Authority’s
website, which makes it less attractive for
Danish business owners to pay for company
formation via service providers.

For actors who do not wish to or do not have the
skills to form a company, it will be attractive to
use service providers for this purpose. Using a
company formation agent can also be attractive
if one does not want to be listed as the person
registering the company. It may also be attractive
for foreign companies to use a Danish service
provider to set up a company in Denmark, as a
foreign company may have limited knowledge

of the Danish rules for forming a company.
However, larger companies will often ask their
lawyer or auditor to set up a new company rather
than using an independent formation agent.

Volume/transaction amount

Service providers offer services that can be
used as part of a money laundering process.
They are not services through which money can
be channelled per se, but can be a service that
makes layering possible.

Potential for cross-border transactions

Service providers can help foreigners set up
companies in Denmark, just as Danes can get
assistance from foreign service providers to set
up companies abroad. It represents a vulnerabil-
ity if the beneficial ownership and management
are concealed across borders.

Costs

FIU-Denmark assesses that it is probably less
costly to use the services of a service provider
compared to similar services offered by more
traditional advisers and businesses such as
auditors, accountants and lawyers.

Anonymity

Service providers often have only limited cus-
tomer contact, and in the case of company
formation, for example, there is only short-term
knowledge of the customer.

In relation to KYC procedures, it may be difficult
for the service provider to determine the real
purpose and intended nature of the customer
relationship. Service providers offering services
such as address services and virtual office
space do not necessarily have in-depth knowl-
edge of the customer and their business. This
makes them vulnerable to being exploited as
part of a money laundering process. Similarly,
service providers offering services as pro-
fessional directors and board members may

be at risk of being exploited as straw men.

This makes it harder for authorities to detect
attempts of money laundering. Unregistered ser-
vice providers are obviously more difficult for the
authorities to identify, which makes them more
suitable for money laundering. Non-registered
service providers will also potentially not pay as
much attention to customers’ activities and KYC
procedures as registered service providers.

Onboarding via remote communication
increases vulnerabilities because criminal
actors can make use of forged documents. The
same applies to the identification of beneficial
owners in Denmark and especially abroad,
where identification of beneficial owners can
be more difficult. Vulnerabilities increase with
foreign customers because it can be more diffi-
cult to verify the identity of the foreign persons
or companies that are the beneficial owners.
According to FATF, vulnerabilities related to the
use of online services and written documenta-
tion as a substitute for face-to-face communica-
tion apply to all industries (FATF 2018b: 82).

FIU-Denmark assesses that the risk of money laundering

via service providers is high.
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CURRENCY EXCHANGE

COMPANIES

Currency exchange companies are subject to
Section 1(1)(18) of the AML Act. A currency
exchange company is a business that exchanges
currency on a commercial basis, either exclu-
sively or as part of another business activity.

MAIN FINDINGS

FlU-Denmark assesses that the risk
of money laundering via currency
exchange companies is high.

In this assessment, FIU-Denmark emphasises
that currency exchange companies are attrac-
tive to criminal actors with cash proceeds of
crime. The easy accessibility and cash-based
nature of the currency exchange industry limits
the traceability of funds and presents a vulner-
ability to money laundering. In Denmark, there
are examples of criminal actors using currency
exchange companies to launder the proceeds of
drug crime and serious tax and VAT crime.

= Box53

6.12

SUSPICIOUS TRANSACTION
REPORTS

FIU-Denmark has received 2,723 reports from
currency exchange companies. These figures
cover reports from all companies that have reg-
istered as currency exchangers in GOAML, i.e.,
more than the 17 that are currency exchangers
according to the Danish FSA's company reg-
ister. The number of reports is relatively high
compared to many other industries, but it is dif-
ficult to draw firm conclusions, as the number
of reports covers more companies than there
are currency exchange companies. As currency
exchange services is a high-risk industry, a
large number of reports is to be expected.

A
W)
=

The European Commission estimates that many
transactions in currency exchange companies
are one-off transactions below the threshold

for carrying out KYC procedures (European
Commission 2022: 62). If larger amounts are
split into smaller amounts (smurfing) and crim-
inal actors use straw men or multiple currency
exchange companies, it is difficult for the cur-
rency exchange company to identify suspicious
transactions.

Facts about the industry

e There are 17 currency exchange companies in Denmark.

e Currency exchange companies in Denmark often offer both currency exchange and money

transfers.

e Asof July 2022, 44 currency exchange companies were registered with GoAML.
The fact that there are more currency exchangers registered in GOAML than there are
currency exchange companies is due to other obliged entities having registered as currency
exchangers in GOAML despite offering a different service.

MONEY LAUNDERING RISKS IN SELECTED INDUSTRIES
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Number of reports on money laundering via currency exchange

- Table23 2018 2019 2020 2021 Total
From the industry 592 1,153 627 351 2,723
About the industry 1,104 1,469 1,249 1,084 4,906

Source: FIU-Denmark 2022.

Note:

Reports on the industry have been retrieved by searching for selected words in FIU-Denmark’s database. Hence, reports that do not contain these
words are not included in the data and the number does not provide a clear indication of the extent of money laundering, but of the frequency with
which the keywords are mentioned in the reports.

Reports from currency
exchange companies

Reports from currency exchange companies
show that suspicions often relate to customers
wanting to exchange or transfer large amounts
that do not match their profession and related
income, and that the customer’s stated pur-
pose of the exchange does not match the
amount exchanged (or transferred). There are
also examples of customers who are unable

or unwilling to disclose the source of funds.
Furthermore, there are examples of suspected
smurfing. In addition, customers tend to explain
the source of funds by saying that they come
from savings or gifts or that the money is a loan
repayment.

Reports involving currency exchange

Reports of money laundering via currency
exchange companies come mainly from banks,
land-based casinos and the Danish Tax Agency.
There are reports on currency exchange com-
panies and their customers. In the reports con-
cerning customers, suspicions may be aroused
because the source of funds cannot be docu-
mented or because the customer does not have
cash withdrawals that corresponds in time and
amount to the currency exchange, and there-
fore, the source of funds exchanged cannot be
documented.

The reports concerning currency exchange
companies relate to suspicions of employees
or owners attempting to launder illicit funds
through the exchange office to which they are
affiliated. There are also examples of reports
of persons or companies offering currency
exchange services without the necessary
authorisation to operate a currency exchange
company. This constitutes a separate and high
risk of money laundering.

RISK ASSESSMENT
Threats

FIU-Denmark is not aware of any statistics

on the transaction volume, transaction sizes

or number of customers in Danish foreign
exchange services. It is known from the Danish
Customs Agency that currency exchange com-
panies exported just under DKK 1.85 billion
from 2018 to 2021 and imported just over
DKK 2 billion in the same period. In 2021,
currency exchange companies transported

the most money, with almost DKK 1 billion
imported and almost DKK 600 million exported
(The Danish Customs Agency 2022). However,
this only covers amounts declared by the
companies themselves.

It is difficult to estimate the extent of suspicious
transactions, but FIU-Denmark assesses that the
scale of money laundering via currency exchange
companies is substantial, as several cases, as
well as information and intelligence indicate that
criminal actors and organisations in Denmark
use currency exchanges to launder money. The
European Commission estimates that this also
applies to organised money laundering networks
in Europe. Currency exchange companies are
cash-based and attract criminal actors because
large amounts can easily be exchanged for other
currencies for money laundering purposes or for
financing new crimes, possibly abroad (European
Commission 2022: 61).

Foreign criminal actors and organised criminal
groups, e.g., in Sweden, may use Danish cur-
rency exchangers to convert Swedish Krona,
e.g., into Euros before transporting the funds
abroad, either by smuggling or by declaring
them.
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The European Commission assesses that
the threat of money laundering via currency
exchange companies is significant (level 3/4)
and that the main threat is posed by criminal
actors infiltrating the companies (European
Commission 2022: 61).

The Danish FSA assesses that the inherent risk
of currency exchange companies being used
for money laundering or terrorist financing is
high. This can be found in inspection reports on
the Danish FSA's website. If currency exchange
companies fail to apply to the Danish FSA for
authorisation to offer currency exchange ser-
vices, they operate without supervision. The risk
of money laundering via these is higher com-

pared to licenced currency exchange companies.

Vulnerabilities

Accessibility

Money laundering through a currency exchange
company is easily accessible as it does not
require any special knowledge, planning or
expertise. Most currency exchange companies
are centrally located in major cities and airports
(European Commission 2022: 61), and this is
also true in Denmark.

Volume/transaction amount

For currency exchange, KYC procedures must
be completed when the transaction is EUR
500 or more. There is no immediate upper
threshold, except that the requested amount
must be available at the currency exchange
company. The European Commission mentions
that criminal actors can easily exchange large
amounts of money at a currency exchange
companies (European Commission 2022: 61).
FIU-Denmark shares this assessment.

Potential for cross-border transactions

If the criminal proceeds are in cash, currency
exchange companies are useful to exchange for
high-denomination notes, which are easier to
transport across borders. In Denmark, currency
exchange companies often also provide money
transfer services. This enhances the possi-
bility of moving money across borders, which
increases the industry’s vulnerability to money
laundering.

As shown above, the currency exchange
companies themselves also transport large
amounts of cash in and out of Denmark.

Costs

Currency exchange typically does not cost any-
thing other than an exchange fee or similar. In
cases where a currency exchange company
takes an active part in the money laundering
process, there will often be some form of com-
mission or fee to the currency exchange com-
pany for knowingly assisting in such activities.

Anonymity

FIU-Denmark assesses that the risk of detec-
tion is moderate for attempted money launder-
ing via currency exchange companies, partly
because it is relatively easy to remain anon-
ymous despite the requirements of the AML
Act. In order to exchange currency, the cus-
tomer must appear physically at the currency
exchange company, which reduces the possibil-
ity of remaining anonymous, but if the customer
exchanges currency for less than EUR 500, the
currency exchange company is not required to
carry out KYC procedures, cf. Section 10(1)(2)
(c) of the AML Act. It is also possible for crim-
inal actors to use money mules to exchange
currency, making it easier for criminal actors to
remain anonymous.

FIU-Denmark assesses that the risk of money laundering
via currency exchange companies is high.

MONEY LAUNDERING RISKS IN SELECTED INDUSTRIES
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6.13 PROVIDERS OF GAMBLING

RISK

- Box54

A provider of gambling is a legal or natural
person who offers games where a stake is paid
to participate and where there is a chance of
winning a prize. Providers of gambling with a
licence from the Danish Gambling Authority and
providers of gambling established in Denmark
who provide gambling in another EU or EEA
country are covered by Section 1(1)(19) of the
AML Act.

MAIN FINDINGS

FIU-Denmark assesses that the risk of
land-based betting and online gambling
being misused for money laundering is
high. FIU-Denmark also assesses that the
risk of land-based casinos being misused
for money laundering is moderate. Overall,
the money laundering risk for providers of
gambling is assessed to be significant.

In this assessment, FIU-Denmark emphasises
that criminal actors can exploit the fact that part
of the gambling industry is cash-based, that the
turnover is high, and that the volume of transac-
tions is high. The use of various gambling prod-
ucts allows criminal actors to place illicit funds
into the financial system, thereby concealing the
funds by making them appear to be legitimate
gambling winnings.

Facts about the industry

FIU-Denmark deals with the gambling market in
three categories:

e Land-based betting
e Land-based casinos
e Online gambling.

Land-based betting includes bets placed in
kiosks, supermarkets, arcades and similar
premises. When bets are placed in physi-

cal shops, the retailer is not liable under the
AML Act. It is the provider of gambling who

is an obliged entity and is liable if the dealer
fails to fulfil the obligations outsourced to the
dealer, including, for example, to carry out KYC
procedures.

Land-based casinos are a physical location
licenced to offer games such as roulette, poker,
black jack and slot machines, among others.

Online gambling includes, for example, games
such as slot machines, betting, poker, roulette
or blackjack, which can be accessed by a player
via a mobile phone, tablet or computer.

SUSPICIOUS TRANSACTION

REPORTS

From 2018 to 2021, providers of gambling sent
32,203 reports to FIU-Denmark.

e In 2022, around 50 providers of gambling were covered by the AML Act, and around
300 providers of gambling are partially exempted from the AML Act but are still obliged

entities, such as providers of slot machines.

e As of July 2022, 55 providers of gambling had registered with GoAML.

e Among the providers of gambling covered by the AML Act, there are a few providers of
gambling that offer a wide range of gambling products and operate in more than one

category.

e In 2021, the online gambling market had total gross gambling revenues of
DKK 4.6 billion", while the land-based betting and casino markets had gross
gambling revenues of DKK 605 million and DKK 220 million respectively.

1. Gross gaming revenue is defined as: Deposits (plus any commission) minus winnings.
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FIU-Denmark also received 16,263 reports of
possible money laundering through gambling
from other obliged entities.

Reports from providers of gambling

Reports from the gambling industry show that
players are placing multiple bets on the same
outcome and in some cases the purchases are
spread across different platforms and retail-
ers. The reports show that there are players
who gamble for high amounts and players
who gamble on high odds. Many players have
several payment cards linked to their gam-
bling account, while other players deposit and
withdraw large amounts of money into their
gambling account without significant gambling
activity. With land-based betting, some players
consistently bet at low odds.

Some reports also concern suspicions of money
laundering through the gambling retailer, as
providers of gambling have seen suspicious
transactions and behaviour, such as an increase
in turnover after a change of ownership.

Reports from land-based casinos mainly concern
players exchanging money in and out of the casino
without significant gambling activity, as well as
players depositing large amounts of cash in the
casino and exchanging small notes for chips.

Reports on the use of gambling
for money laundering

Reports of possible money laundering through
gambling from other obliged entities are mainly
submitted by banks. A large proportion of the
reports relate to customers who deposit large
amounts of cash, receive large amounts of third-
party transfers and have a high level of gambling
consumption, raising suspicion that the cus-
tomer is gambling for others.

There are also several reports concerning large
cash deposits, where customers explain that

the cash comes from casino winnings. In some
cases, customers transfer funds from gambling
winnings to others as soon as the money is
deposited in their bank account. There are also
customers who receive substantial gambling win-
nings without any visible gambling expenditure.

RISK ASSESSMENT

Threats

Land-based betting

Land-based betting is characterised by quick
and often anonymous cash transactions and
therefore the retailer may have limited ability

to detect money laundering. The risk of money
laundering is higher if the retailer knowingly
assists the criminal actors in money laundering,
such as by transferring betting winnings paid
with illicit funds to the bank accounts of the
criminals or their money mules.

FIU-Denmark assesses that there are individuals
in various criminal networks who launder money
through land-based betting. FIU-Denmark

assesses that the scale of such activities is high.

The European Commission assesses the threat
in this area as significant (level 3/4) (European
Commission 2019a: 196). In other Scandinavian
countries, there are examples of criminal actors
becoming retailers of gambling for the purpose
of laundering money from criminal activities.
This can be difficult to detect as the owner-
ship structure is often complex and money

is channelled from the gambling retailer to
another company in another industry or placed
abroad (The Norwegian Police/PST 2020: 50;
The Swedish Police Authority 2021: 159).
FIU-Denmark is in possession of information
on kiosks that have experienced an unusual
increase in turnover from gambling activity fol-
lowing a change of ownership.

Number of reports on money laundering via gambling

= Table 24

From the industry
About the industry

2018 2019
6,716 8,535 7,697
1,454 3,098 5,105

9,255
6,606

32,203
16,263

Source: FIU-Denmark 2022.

Note:

Reports on the industry have been retrieved by searching for selected words in FIU-Denmark’s database. Hence, reports that do not contain these

words are not included in the data and the number does not provide a clear indication of the extent of money laundering, but of the frequency with

which the keywords are mentioned in the reports.

MONEY LAUNDERING RISKS IN SELECTED INDUSTRIES
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Land-based casinos

FIU-Denmark is in possession of information
indicating that criminals are laundering money
through casinos. Land-based casinos can pose
a risk of money laundering, as the industry has
a high cash flow. Furthermore, it is possible to
exchange currencies indirectly through casinos,
as chips can be purchased, for example, with
EUR, and subsequent winnings can be paid
out in DKK.

The Danish Gambling Authority has learned
that a player can, upon request, receive a
receipt of winnings from a land-based casino.
Land-based casinos state that they issue
receipts to players to use as proof to the bank.
In this way, winnings derived from gambling
paid with criminal funds can be verified to
others, including the police and banks. Land-
based casinos estimate that they do few of
these per year, as they are aware of the risks
associated with winnings receipts. Therefore,
they also have a set procedure prior to issu-
ing them, including that they only issue on
request and that they review CCTV of the game
prior to issuance to ensure that the game is
genuine and does not involve chip dumping
or other suspicious practices. Moreover, they
only write the net winnings on the winnings
receipt, if the player has arrived at the casino
with DKK 10,000 and leaves the casino with
DKK 30,000, the amount of the winnings on the
winnings receipt will appear as DKK 20,000.

FIU-Denmark assesses the threat posed by
casinos to be moderate. This is in line with

the European Commission’s assessment
(level 2/4) (European Commission 2022: 213).

Online gambling

FIU-Denmark assesses that the extent of
money laundering via online gambling is high.
This is because online betting and online
casinos can easily be used to conceal funds
from crime, e.g., for the placement of proceeds
from stolen credit card details or other crime
(European Commission 2019: 236).

Vulnerabilities

Accessibility

Land-based betting: FIU-Denmark assesses
that it is easy to access land-based betting
for the laundering of illicit funds. A customer
places their winnings and if they win, they
are given a winnings receipt and the illicit
funds appear legal.

There are approximately 2,800 land-based
betting retailers in Denmark and they are
spread across the country. Land-based
betting available in kiosks, petrol stations,
supermarkets and arcades. Therefore, it is
easy for criminal actors to spread their acti-
vities across multiple locations.

FIU-Denmark further assesses that it is also
easily accessible for retailers of land-based
betting to facilitate money laundering. Over-
all, money laundering through land-based
betting is assessed to be easily accessible.

Land-based casinos: FIU-Denmark asses-
ses that it is only moderately accessible

to launder money in a casino, as it may
require knowledge to gamble one’s criminal
proceeds without a significant loss. The
availability of land-based casinos is further
limited by the fact that there are only nine
licenced land-based casinos in Denmark,
two of which are located on ferries operating
between Denmark and Norway.

Online gaming: Online gaming is easily
accessible and requires limited planning,
knowledge and expertise. There are approxi-
mately 40 online providers of gambling in
Denmark. In online gambling, the illicit funds
are often already in the financial system.
However, most providers of gambling also
accept the use of prepaid cards, gift cards/
vouchers and payment by e-wallets. It is
possible to use cash to purchase prepaid
cards and gift cards and illicit funds can be
channelled into a gambling account in

this way.

It is also possible to transfer funds from
different bank accounts to someone else’s
gambling account to move funds between
criminal actors. When the funds are used for
gambling, the winnings will appear legal and
can be transferred to other criminal actors.
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Volume/transaction amount

Land-based betting: FIU-Denmark assesses
that the average transaction size for land-ba-
sed betting is relatively low, but the total
volume is high. It is possible to gamble and
receive winnings of up to EUR 2,000, equiva-
lent to DKK 15,000, at each retailer, without
the obligation to carry out KYC procedures
unless the retailer identifies suspicious acti-
vity. The individual player can go from a kiosk
to a petrol station and on to a supermarket
and an arcade and play for up to EUR 2,000
at each location, thereby staying under the
threshold of the KYC procedure. FIU-Den-
mark is in possession of information indica-
ting that several players are driving around
to different providers of gambling to bet on
the same matches for the same amount

of money. It is not possible for individual
retailers to see if the player has placed bets
elsewhere.

It is possible to transfer winnings from
land-based betting to a bank account.
This allows illicit funds to enter the finan-
cial system and appear as legal gambling
winnings.

Land-based casinos: The European Com-
mission considers that the volume of
land-based casinos is high and that it is
possible to gamble for high amounts and to
use cash (European Commission 2022: 213-
214). This makes land-based casinos vulne-
rable to money laundering. FIU-Denmark is
in possession of information on gambling in
casinos where players have played for very
high cash amounts.

With the exception of winnings over

DKK 20,000 from poker tournaments and
slot machines, all winnings are paid in cash.
When visiting a land-based casino, play-
ers can pay with cash or payment cards,
but there may be a limit on the amount of
money players can withdraw from their
payment cards. Players can exchange cash
for chips at the cashier and at the individual
gaming tables.

Online gambling: FIU-Denmark assesses
that the average transaction size is mode-
rate, but that the volume is high. The player
has the possibility to play with several pro-
viders of gambling and can distribute their
funds among several providers of gambling.
This makes it more difficult for providers of
gambling to detect unusually high or suspici-
ous gambling consumption.

Potential for cross-border transactions

Land-based betting: Land-based betting
offers the possibility of transferring winnings
abroad, as kiosks and other land-based
betting providers can pay out winnings to
foreign bank accounts if the player provides
a SWIFT and IBAN number. It is up to the
individual providers of gambling to establish
procedures for this.

Land-based casinos: Land-based casinos
can make bank transfers to guests’ bank
accounts, including foreign bank accounts,
for winnings of at least DKK 20,000 from
poker tournaments and slot machines. For
winnings on other games, winnings are paid
in cash only. Thus, winnings can be transfer-
red to foreign bank accounts if the winnings
are of a significant size or for certain games.

Online gambling: In connection with bank
transfers of winnings to the player’'s bank
accounts, providers of gambling may also
make transfers to the player’s foreign bank
account.

Costs

Land-based betting: The cost of using
land-based betting for money laundering is
low. When betting on low odds or all out-
comes of a match, the player is guaranteed
to get a large part of their stake back. For
example, the payback rate for betting on
sports events is 94-96%.

Land-based casinos: Costs may depend on
the individual game. The average payback
to the player is around 95-97%. FIU-Den-
mark is in possession of information that
may indicate that criminal actors are exch-
anging money in and out through casinos
without significant gambling activity, whe-
reby the costs would be low.

Online gambling: Online gambling can be

a relatively inexpensive method to use for
money laundering. As with land-based bet-
ting, bets can be placed at low odds, limiting
the risk of losing money. The player can also
bet on all possible outcomes of a bet, whe-
reby the risk of loss can be eliminated

(The Danish Gambling Authority 2022: 22).
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In addition, through online network games
(such as poker), the player can transfer
funds via chip dumping, where one person
wins chips from another person and trans-
fers funds from one gambling account to
another. The costs here can vary conside-
rably, as some poker games require you to
pay a predetermined amount to be allowed
to participate in a tournament (European
Commission 2022: 226), while in other
poker games this is not necessary.

Anonymity

Land-based betting: FIU-Denmark assesses
that the risk of detection of money laun-
dering through land-based betting is low.
One of the reasons for this is that criminal
actors can generally place bets without
having to identify themselves. However, if a
gambling retailer has detected suspicious
activity on the part of a player, or if a player
has either gambled or been paid out more
than the equivalent of EUR 2,000, the player
must disclose their identity. The point in

the process at which the KYC procedure is
initiated is optional. This presupposes that
the retailer has the necessary knowledge of
money laundering. To this end, providers of
gambling must ensure that retailers have the
necessary ability and capacity to carry out
this task.

Some of the retailers offering land-based
betting make use of self-service terminals.
When gambling takes place via self-service
terminals, it may be more difficult to spot
suspicious activity as there is not necessa-
rily any contact between the retailer and the
player.

In the event of a win, it is possible to obtain
a receipt without contacting the shop staff.
In these cases, criminal actors can remain
anonymous.

A political agreement has been reached in
the field of gambling on the introduction of
a gambling card that all players wishing to
place land-based bets must use. This will
make it compulsory to register in order to
buy a land-based bet.

Land-based casinos: For land-based casi-
nos, all guests must be registered upon
arrival at the casino. Casinos therefore carry
out KYC procedures for guests upon their
arrival. Moreover, the casino’s guests are
continuously monitored by staff. Casinos
are also required to have electronic moni-
toring of all transactions at change boxes in
connection with the running of games at the
gaming tables and at counting. Casinos are
well placed to detect suspicious activity.

Online gambling: Anyone wishing to place
online bets and play online casino games
must create a gambling account. The gam-
bling account must be verified so that the
providers of gambling can ensure that the
person who created the account is the
person who will use the gambling account.
The player must also provide ID when
making deposits and withdrawals and when
changing payment methods. Despite the
fact that the provider of gambling must
ensure that the player is who they claim to
be, there are opportunities to remain ano-
nymous through the use of borrowed or
false identities. FIU-Denmark receives many
reports of gambling accounts suspected of
being misused by others.

FIU-Denmark assesses that the risk of land-based betting and
online gambling being misused for money laundering is high.
FIU-Denmark also assesses that the risk of land-based casinos
being misused for money laundering is moderate. Overall, the
money laundering risk for providers of gambling is assessed to
be significant.
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TRADE, INTERMEDIATION 6.4
IN TRADE AND STORAGE
OF WORKS OF ART

Galleries, auction houses, art dealers and others There is also a lack of awareness of AML obli-

became subject to Section 1(1)(21) of the AML gations in the industry, which increases the risk
Act in January 2020. This provision covers of money laundering. Furthermore, there is a
undertakings and persons who professionally culture of high discretion in the industry, which
store, trade in or act as agents for the sale of also poses a risk.

works of art, including galleries and auction

houses, where the value of the transaction or of UNODC estimates that worldwide money laun-
a number of interrelated transactions amount dering through the art market is worth up to

to DKK 50,000 or above. This applies to the approximately DKK 20 billion annually

storage, trade and intermediation of trade in (FATF 2021d: 32).

works of art.
The US Treasury Department has released a
report on money laundering through the art

MAIN FINDINGS industry. A number of factors are considered to
make the art trade vulnerable to money laun-

FlU-Denmark assesses that the dering. These include the long-standing cul-

risk of money laundering via the ture of discretion, private sales and the use of

artindustry is third-party intermediaries such as art advisers,
the high values that works of art can have, the

The art industry has a number of vulnerabilities increasing use of art as an investment, etc.

to money laundering, including the subjective (The Department of the Treasury 2022).

nature of valuation, which in some cases can Works of art can be attractive to criminal actors

make it difficult to assess whether a given price because works of art can be transported,

for an artwork corresponds to its actual value, or allowing criminal actors to move assets across

the transaction is an attempt to transfer money national borders (The Department of the

between the seller and the buyer. Treasury 2022: 1).

= Box55 Facts about the industry

o A threshold of DKK 50,000 determines whether the transaction is covered by the AML
Act. When trading in art for less than DKK 50,000, the art industry is not covered by the
AML Act. These transactions are instead covered by the cash prohibition.

e There is no record of how many art intermediaries are covered by the AML Act.

o However, for the art dealer to be covered by the AML Act and thus the Danish Business
Authority’s supervision, a number of criteria apply, including that the art object that is
stored or traded is covered by the definition of art in the AML Act. Furthermore, there
must also be sales or transactions above DKK 50,000. Interconnected transactions of
DKK 50,000 or more will also be covered by the AML Act. The Danish Business Authority
is also aware of unreported figures of between 5-10,000 potentially covered companies,
which the Danish Business Authority is continuously working to identify.

e Asof July 2022, five art dealers and auction houses had been registered in GoAML.
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The Danish art market has many foreign cus-
tomers, which increases the risk of illicit funds
from abroad being laundered through the
Danish art industry.

Galleries and auction houses

Galleries typically facilitate first-time sales of
artworks, while auction houses often resell
works of art. There can be a wide range of prices
for individual works, depending on the quality

of the work and the recognition of the artist. Art
is often resold at higher prices than first-time
purchases.

The online art market

Several art dealers have increased their online
presence, partly as a result of the COVID pan-
demic and a generational shift among art
market buyers. Sales made directly between pri-
vate individuals via social media are not covered
by the AML Act and the platforms are therefore
not required to identify the buyer and seller. This
leads to a vulnerability to money laundering via
the art trade (The Department of the Treasury
2022: 14).

SUSPICIOUS TRANSACTION
REPORTS

Since the art industry became subject to the
AML Act in January 2020, FIU-Denmark has
only received two reports from the industry.
However, other obliged entities have reported
suspicious transactions involving art.

Money laundering reports regarding art

FIU-Denmark has only received two reports

from the industry, and the content is therefore
not disclosed. Reports of money laundering
through art from outside the art industry are
submitted mainly from banks, payment services
and the Danish Tax Agency. These reports con-
cern customers who deposit or withdraw large
amounts of cash or have large transactions to/
from their accounts. Customers state that the
funds are from the sale of art or are to be used
for the purchase of art. The reports also show
gallery owners receiving transfers to their private
accounts and that they or their spouse deposit a
lot of cash into their private accounts.

RISK ASSESSMENT
Threats

Criminal actors can launder money through art
by using illicit funds to buy and sell art or by
using art to move illicit funds across borders.

For example, a criminal actor may put a work
of art up for auction. A person in the criminal’s
network can bid for the artwork and buy it for
funds acquired through criminal activities that
are to be laundered. The criminal actor then
receives either cash or a bank transfer from the
auction holder. The funds now appear as legal
funds from the sale of a work of art. The person
who bought the work can then resell it, whereby
the funds they used as payment have now also
been laundered.

Number of reports on money laundering via works of art

= Table 25 2018

From the industry -
About the industry 127

205

2019

328 366 1,026

Source: FIU-Denmark 2022.

Note:

Reports on the industry have been retrieved by searching for selected words in FIU-Denmark’s database. Hence, reports that do not contain these
words are not included in the data and the number does not provide a clear indication of the extent of money laundering, but of the frequency with
which the keywords are mentioned in the reports.
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—> Box56 Hidden values

The Pandora Papers revealed a secret art collection containing some of the biggest names in
art history. The collection is believed to be worth DKK 137 million and to be hidden away in
warehouses in Peru, the USA and Switzerland. The owners of the art collection are unknown.

Source: Politiken (2022)

According to FATF, the worldwide art market gen-
erates around DKK 440 billion annually. Of this,
UNODC estimates that about DKK 40 billion can
be linked to international crime, of which about
DKK 20 billion can be linked to money laundering
and other financial crime (FATF 2021d: 32).

However, estimating the value of the illicit art
trade is complicated due to the discretion
practiced in the art industry.

FIU-Denmark is not aware of any reports or
intelligence indicating that the extent of money
laundering through the art industry in Denmark
is large.

However, as awareness of money laundering
increases in other industries, there is a risk that
criminal actors may turn to other money launder-
ing channels; the art industry could be such an
opportunity. Combined with the industry having
a large proportion of foreign customers, it means
that FIU-Denmark assesses the threat to be
moderate.

Vulnerabilities

Accessibility

FIU-Denmark assesses that the art industry is
moderately accessible, as criminal actors can
buy and sell works of art with little or no plan-
ning, or alternatively obtain assistance from a
third party. The use of third parties such as art
advisers is common practice in the art industry.
Money laundering through art is in some cases
used as a long-term investment and for the
placement of illicit funds. However, this requires
that the criminal actor understands and knows
the art market well.

Volume/transaction amount

Works of art can be traded at high prices and
the transaction amount in this industry is esti-
mated to be significant. The price of an artwork
depends on a number of factors, such as the
quality of the artwork and its financial

and artistic history.

Valuing works of art can be difficult. Therefore,
art can be used to transfer values from one
person to another. Art can also be used to store
large values outside the financial sector. The
art trade can also be used to conceal criminal
proceeds.

When works are sold for the first time, they can
be even more difficult to value than those of
established artists. Newer works may there-
fore, in some cases, be suitable for the transfer
of values between two parties. This is more
difficult to do with works by recognised artists,
where the art market will be able to assess if
the work is fairly valued. Resale of art by more
established artists is more suitable for hiding
larger amounts. This is because the valuations
are often higher in the case of resale, and there
is a higher volume of funds to conceal in this
way. However, the subjective nature of valuation
allows criminal actors to set prices higher or
lower depending on the amount of money to be
laundered.

Potential for cross-border transactions
International trade is a natural part of the art
industry. Danish auction houses and galleries
have many foreign customers. FIU-Denmark
assesses that the potential for using art to move
funds across national borders is significant.

MONEY LAUNDERING RISKS IN SELECTED INDUSTRIES
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Costs

The cost of money laundering through art can
vary depending on the typology. However, the
costs can be significant in terms of paying fees
to art dealers to set up the sale or purchase,
paying third parties to broker the purchase and,
in some cases, paying for the storage of the
artwork in a secure warehouse. Buying/selling
costs at galleries are very different. Fees may
also vary depending on the artist in question.
This is also the case at auction houses.

Anonymity

Art dealers are required to carry out KYC pro-
cedures on the beneficial owner of the artwork
(The Danish Business Authority 2019: 10). In
the art industry, it is possible to use third-party

intermediaries, which presents a vulnerability to

money laundering because it complicates the
process of identifying the beneficial owner.

Criminal actors may use third-party intermediar-
ies, such as art advisers, to broker the purchase
or sale of artworks, thus hiding the real owner-
ship of the work. This reduces the likelihood of
detection if money laundering attempts occur.

If third-party intermediaries buy it on behalf of

a foreign company, where it may be difficult to
identify the owners, the risk is higher. The third-
party intermediaries can then sell the artworks to
criminal actors or their companies for a fee.

Added to this are the vulnerabilities that an
increasing online art trade could give rise to

if the industry’s KYC procedures rely solely on
written documentation, which can be forged
by criminal actors nationally, as well

as internationally.

FIU-Denmark assesses that the risk of money laundering

via the art industry is
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VIRTUAL ASSET
SERVICE PROVIDERS

Providers of services related to virtual cur-
rency, so-called Virtual Asset Service Providers
(VASP), are covered by Section 1(1)(22) to (26)
of the AML Act.

MAIN FINDINGS

FlU-Denmark assesses that the risk of
money laundering via VASPs is significant.

In this assessment, FIU-Denmark emphasises
that more and more criminal actors within sev-
eral areas of crime are using crypto-assets, and
that Europol assesses that money laundering
is the primary form of crime associated with
crypto-assets (read more in Chapter 3 National
threats and Chapter 5 Money laundering
typologies).

Furthermore, crypto-assets have a number

of characteristics that make them relevant

for money laundering, including fast transfers
across the globe and the ability to conceal
one’s identity and transaction trail to a certain
extend, despite the fact that most transactions
with crypto-assets are recorded in publicly
accessible blockchains.

= Box57

The market for crypto-assets is still relatively
new, and VASPs are among the most recent
additions of obliged entities in the AML Act. At
the same time, it is new for authorities to moni-
tor and track transactions with crypto-assets.

There is a risk that crypto-assets are used to
conceal the proceeds of criminal activities.
Crypto-assets can be used as part of a money
laundering process, but only become money
when they are exchanged from crypto-assets to
fiat currency (the so-called off-ramp). For this to
happen, an exchange, a VASP, is needed. The
VASPs that offer exchange between fiat cur-
rency and crypto-assets are the links between
the fiat world and the crypto world.

A VASP is a natural or legal entity that provides,
on a commercial basis, the exchange between
virtual assets and fiat currency, stores, trans-
fers or assists in the issuance of virtual assets,
etc. FATF defines virtual assets as digital
representations of value that can be traded or
transferred digitally and that can be used as a
means of payment or for investment purposes.
FATF definitions are set out in the updated guid-
ance (FATF 2021d: 21-22), and are also set out
in the AML Act, which has implemented FATF's
definitions.

Facts about the industry

6.15

e According to the Danish FSA's register, there were 18 VASPs in Denmark at the begin-
ning of 2022. These are smaller companies in a relatively new market.

e Of the total of 18 companies, six were registered in GOAML as of July 2022.

e The Danish VASPs offer exchange between fiat and crypto-assets, while approximately
one third of them also offer virtual custodial wallets and some of the other three areas
that are covered by Section 1(1)(22-26) of the AML Act.

NS

MONEY LAUNDERING RISKS IN SELECTED INDUSTRIES



MONEY LAUNDERING RISKS IN SELECTED INDUSTRIES

228

THE NATIONAL RISK ASSESSMENT OF MONEY LAUNDERING

- Box58

Five different types of VASPs became subject
to the AML Act on two occasions, in 2020 and
2021. With the latest extension of the scope
of the AML Act as of 1 July 2021, the following
types of undertakings are covered:

e Providers of exchanges between virtual
currencies and fiat currencies.

e Providers of virtual custodian wallets.

e Providers of exchange between one or more
forms of virtual currencies.

e Providers of transfer of virtual currencies.

e Issuers of virtual currencies.

Crypto-assets are referred to as virtual curren-
cies in the Danish AML Act, FATF calls them
virtual assets, the European Commission calls
them crypto-assets. Colloquially, they are known
as cryptocurrencies. Here we use the term
crypto-assets.

Money laundering via VASPs

Whether the predicate offences for money laun-
dering are committed inside or outside the cryp-
to-asset market, the purpose of the money laun-
dering process is to make the proceeds appear
legitimate. Although transactions with cryp-
to-assets are generally logged in blockchains,
VASPs and others can be used in the layering
stage of the money laundering process.

Non-Fungible Tokens

Example: A person has committed a criminal
act, e.g., selling drugs or committed investment
fraud, and transfers the funds to an exchange
(a trading platform/crypto exchange where

one can exchange fiat currency and crypto-as-
sets as well as between crypto-assets). This

is where the illicit funds are converted into
crypto-assets. These are passed on to another
exchange service where they are exchanged
for other crypto-assets - preferably ones that
uses a different blockchain from the first. From
there, the funds are transferred to a mixing
service and then exchanged for one of the
common currencies, such as Bitcoin. They are
then transferred to an exchange, where they are
exchanged back into fiat currency.

This does not necessarily make money laun-
dering invisible, but it can make it more difficult
to detect, especially if the criminal actors use
VASPs in countries with weaker preventive
measures. In Chapter 5 Money laundering
typologies you can read more about how cryp-
tocurrency can be used in a money laundering
process.

Easier to use crypto-assets
as a means of payment

The integration between crypto-assets, payment
service providers and other parts of the financial
sector is becoming more and more widespread.
For example, PayPal is integrating crypto-as-
sets into its solutions for users, and in February
2022, Lunar Bank in Denmark announced the
launch of a new Danish exchange.

Besides crypto-assets, blockchain technology is used for registering digital assets such
as artworks via NFT trading platforms. These kinds of assets are called NFT (non-fungible
tokens). NFTs can also be games, computer graphics, music, collectibles, etc.

Non-fungible means that the asset or work cannot be replaced by a copy. As the transac-
tions are recorded on the blockchain, there is a form of authenticity guarantee of ownership.
There are ways for criminals to misuse the new technologies for money laundering, includ-
ing through trades in digital goods, such as NFTs. Like physical works of art, NFTs can be
traded at artificially high prices to hide the fact that the values are being transferred from one

person to another.

The AML Act does not generally apply to NFTs. This is because NFTs are not considered
(either by MiCA, FATF or the EU Money Laundering Directive) to be crypto-assets. This means
that trading platforms that only trade NFTs are not currently considered VASPs.
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Examples of crypto-assets becoming more
accessible as part of a payment are the inter-
national exchanges, such as Coinbase and
Crypto.com, which offer payment cards to their
customers. With such a card, customers can
choose to deposit fiat or crypto assets. The card
can be used just like any other payment card
and does not require customers to exchange
their crypto-assets into fiat currency on an
exchange and then to their own bank before
they can use the funds from their bank account.
The switch from crypto-assets to fiat currency
is still taking place; it is carried out by the
exchange when the cardholder uses the card to
pay. This means that it is easier for consumers
to pay with crypto-assets, even if in practice
there is still an exchange taking place. However,
the cardholder does not experience this. It also
means that law-abiding owners of crypto-as-
sets, as well as criminal actors, can more easily
use crypto-assets in the same way as in the
traditional financial system. This is also possi-
ble in Denmark. However, FIU-Denmark is not
aware of Danish VASPs issuing payment cards,
but assess that this could happen in the future.

This development benefits consumers and
is part of the evolution of the industry, but it
requires VASPs, other obliged entities and
authorities to be alert to identify suspicious
transactions.

SUSPICIOUS TRANSACTION
REPORTS

There are currently 18 VASPSs, six of which are
registered with GoOAML. Four industry actors
sent a total of 97 reports from 2018 to 2021.

Reports from VASPs

Reports from VASPs include examples of sales
of Bitcoin in particular, which are suspected to
originate from dark web markets. This suspicion
arises because the blockchain shows that the
funds were at some point used to either buy

or sell illegal goods or services on dark web
markets. The reports also include examples of
people buying crypto-assets and then sending
them to markets on the dark web. There are also
examples of reports about a lack of documenta-
tion on the source of funds with which a person
or company wants to buy crypto-assets. In addi-
tion, there are examples of suspected invest-
ment fraud where companies (not VASPs),
through scam websites, defraud investors by
luring them into investing in crypto-assets,
which does not actually take place. This is obvi-
ously not related to VASPs, but is contained in
reports about crypto-assets.

Reports involving VASPs
or cryptocurrencies

Reports submitted by other obliged entities,
other than VASPs are mostly from banks, pro-
viders of payment solutions and providers of
gambling. These reports mainly describe that
customers are trading crypto-assets, but not
where the suspicion lies. However, banks some-
times report that their customers transfer funds
to exchanges where the banks cannot identify
the source of funds and/or the amounts traded
do not match the customer’s finances.

Finland received 3.6 million reports from VASPs
in 2021. The Finnish FIU states that the majority
of these reports concern transactions to and
from dark web markets and that 99% of the
reports concern foreign customers.

Number of reports on money laundering via VASPs

= Table 26

From the industry
About the industry

2018 2019 2020
- 18* 41
363 516 581

2021
37
1,539

Total
96
2,999

Source: FIU-Denmark 2022.

Note:

Reports on the industry have been retrieved by searching for selected words in FIU-Denmark’s database. Hence, reports that do not contain these

words are not included in the data and the number does not provide a clear indication of the extent of money laundering, but of the frequency with

which the keywords are mentioned in the reports.

*) In 2019, VASPs were not obliged entities, but despite this, FIU-Denmark received 18 reports from the industry.

MONEY LAUNDERING RISKS IN SELECTED INDUSTRIES
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RISK ASSESSMENT
Threats

According to Europol, crypto-assets are an
important means of payment for illicit goods and
services (Europol 2021a: 32), and money laun-
dering is the main form of crime associated with
crypto-assets (Europol 2021b: 11).

Crypto-assets are used in a growing number

of crimes and by organised criminals (see
Chapter 3 National threats and European
Commission 2022: 98). FIU-Denmark has infor-
mation indicating that persons in Denmark are
laundering criminal proceeds via foreign VASPs.
Europol writes that crypto-assets are widely
used by criminal actors who often launder their
proceeds using mixers and swap services, i.e.,
services that mix or exchange crypto-assets
(Europol 2021a: 32).

It is difficult to assess the extent of money laun-
dering via VASPs. Different blockchain analyt-
ics companies who analyse blockchain data
assess the volume and value of illegitimate
transactions with crypto-assets very differently
(FATF 2021f: 26).

According to the international blockchain ana-
lytics company Chainalysis, the equivalent

of DKK 56 billion was laundered worldwide

in 2021 (Chainalysis 2022: 10). However, it
should be noted that Chainalysis’ analysis does
not include all money laundering via crypto-as-
sets. This would require Chainalysis to know

all "criminal" addresses, so there will naturally
be unreported figures. Furthermore, laundering
of the proceeds of crime that has taken place
outside the cryptosphere also occurs before the
money is converted into crypto-assets. The true
scale of money laundering taking place through
crypto-assets may therefore be significantly
higher.

Despite challenges in estimating the extent

of illegal values in the cryptosphere, there are
indications that the adoption of crypto-assets in
general is increasing both among law-abiding
users and investors, and among criminal actors.

There has also been increasing use of decen-
tralised finance, DeFi, in recent years (FATF
2021f: 28). DeFi is an acronym for decentralised
finance. DeFi removes the intermediary role of
a payment institution, a VASP or a bank. The
intermediaries are replaced by so-called smart
contracts, which are algorithms that ensure
that transactions take place directly between
the parties, i.e., peer-to-peer. Although DeFi is
generally not covered by FATF's definition of
VVASPs, DeFi apps may be covered in certain
cases.

However, VASPs, which are subject to the AML
Act, will often be involved when crypto-assets
from peer-to-peer transactions need to be con-
verted into fiat currency, and therefore parts of
the transactions remain accessible to obliged
entities.

The Danish rules on VASPs are designed on

the premise of registration. FIU-Denmark is not
aware of the existence of unregistered VASPs

on the Danish market, but considers it likely. In
2021, FATF attempted to quantify the scale of
unregistered VASPs, but it was not possible as
the analytical agencies in the crypto regime came
up with very different results (FATF 2021f: 25).

Vulnerabilities

In FATF's third follow-up report on Denmark,
Denmark was downgraded to partially compliant
regarding crypto-assets and VASPs. One of the
reasons was that Denmark had not included

all five types of activities defined by FATF

as VASPs in the Danish AML Act. Since

1 July 2021, all five types have been covered

by the AML Act. Denmark was also criticised for
addressing crypto-assets but not VASPs specifi-
cally in the national risk assessments. This sec-
tion aims to rectify this. However, crypto-assets
go hand-in-hand with VASPs, as these are the
assets for which VASPs provide services.

There were other points of criticism, which

can be found in FATF’s Follow-up Report

(FATF 2021h).
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= Box59 Transactions outside the regulated part of the cryptosphere

FIU-Denmark is aware that buying and selling of crypto-assets takes place outside the regu-
lated market, i.e., outside the VASPs. This could be, for example, through contacts on social
media. This poses a particularly high risk of money laundering, as these actors are neither
registered and thus subject to supervision, nor do they report suspicious transactions.

Furthermore, part of the market for crypto-assets, Decentralised Finance, DeFi, is not subject
to AML legislation, neither in Denmark nor worldwide. The European Commission assesses
that the risk of money laundering by DeFi is high, partly due to a lack of regulation (European
Commission 2022: 95).

This entails a risk of money laundering that does not directly concern the Danish VASPs, but
which may challenge the authorities when buying and selling crypto-assets outside the reg-

ulated market.

Accessibility

The industry is readily accessible, as setting

up a wallet and trading crypto-assets via an
exchange does not require major technical
expertise. However, laundering via crypto-assets
requires planning, knowledge and technical
expertise, as covering one’s tracks requires

both insight and risk-taking. Furthermore, when
laundering through crypto-assets there is a risk
of being cheated or exposed to theft from others
in the cryptosphere. However, there are exam-
ples of services that aim to provide anonymity
to users, as well as examples of professional
money launderers selling their crypto-asset
skills as crime-as-a-service.

Volume/transaction amount

There are no apparent limits on the amount of
money that can be transferred in the crypto-as-
set market unless the individual VASP has its
own rules.

FIU-Denmark is not aware of the transaction
amounts via the Danish VASPs. At the same
time, it is difficult to estimate what proportion of
the total transactions on blockchains globally,

as well as in Denmark, are related to money
laundering. There are billions of DKK on-chain
transactions in the global crypto-asset market
every day. However, compared to the traditional
financial sector, the value of illegal transactions in
crypto-assets is very limited (Europol 2021b: 19).

Potential for cross-border transactions
Crypto-assets are cross-border by nature, and
blockchain technology allows for large-scale
cross-border transactions, which for most
blockchains can be virtually instantaneous. The
ability to make almost instantaneous transfers
between countries is attractive to criminals who
need to transfer assets abroad.

According to FATF, legislative progress is being
made to update the legislation in each country.
However, FATF also concludes that there is
still some way to go (FATF 2021f: 2). Where
Member States have not implemented AML
legislation covering VASPS, this may increase
the likelihood of criminals moving their funds
to VASPs in countries with poor checks.

Costs

For each trade or exchange, there will often be a
charge for the service through which the trade or
exchange is made. This could be, for example,
2% of the amount exchanged, which is the profit
of the exchange. If a customer wishes to carry
out many transactions in order to conceal the
origin of the funds as much as possible, these
fees can add up to considerable amounts and
so reduce the criminal proceeds. If one needs
help to launder via a professional launderer,
such a facilitator will also charge a certain fee
for their services.

MONEY LAUNDERING RISKS IN SELECTED INDUSTRIES
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= Box60

Furthermore, risk that the amount may be
reduced through exchange rate losses. Similarly,
there is a risk that the criminal actor trying to
launder money may be robbed by others.

Anonymity

While on the one hand, blockchain technology
means that transactions are publicly available,
it also implies pseudonymous transactions.
This means that although the transactions can
be viewed on a blockchain, it is not clear who
the parties to the transactions are. Instead, it
shows their wallet addresses and the transac-
tions related to those addresses. Europol states
that the transaction speed and pseudonymity of
crypto-assets continue to make them attractive
for criminal transactions (Europol 2021b: 19).

However, it is possible to conceal the source
of the funds, e.g., via mixers, privacy wallets,
chain-hopping and other anonymising typolo-
gies. DeFi transactions that take place directly
between users pose a separate risk of money
laundering, as DeFi is not subject to AML
legislation.

However, VASPs covered by the AML Actin
Denmark are required to have thorough KYC
procedures and monitoring on an equal footing
with other undertakings covered by the Act.

This means that customers must provide their
identity to the VASP of which they are custom-
ers. As cryptocurrency trading is digital, VASPs
often do not meet their customers face-to-face.
According to FATF, vulnerabilities related to the
use of online services and written documen-
tation as a substitute for face-to-face commu-
nication apply to all industries (FATF 2018b:
82). Onboarding via remote communication
also increases vulnerabilities because criminal
actors can make use of forged documents.

Blockchain technology provides a high degree
of transparency in transactions, and it is gen-
erally possible to follow the transaction trail of
crypto-assets in most blockchains. If VASPs
use blockchain analytics tools, it allows them to
identify suspicious activity and transactions.

While VASPs can identify suspicious activities
and can report customers and their activities,
authorities are challenged in terms of capacity
in this area in terms of skills and technology to
support analysis, investigation, supervision and
seizures. This may mean that criminal actors
still choose to use the industry because they
believe that, despite transactions being logged
in the different blockchains, the risk of detection
is limited.

FIU-Denmark assesses that the risk of money laundering

via VASPs is significant.

Privacy coins and mixers

So-called privacy coins (also known as Anonymity Enhanced Currencies, AECs) are designed
to provide varying degrees of anonymity to users. These are useful in the layering process.
Some of the popular privacy coins are Monero, Zcash and Dash. They use a variety of tech-

niques to ensure the anonymity of users.

In addition, mixers are also obvious layering tools. Furthermore, mixers or tumblers, which are
services designed to mix transactions from different users to make it more difficult to trace
who are the sender and receiver of which transactions, are also popular. Mixers conceal the
source of crypto-assets by first mixing users’ crypto-assets and then giving users their
crypto-assets back, minus a small fee. There are also wallets that mix crypto-assets from

different users to increase anonymity.
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7.

= Table 27

SUMMARY

Greenland Police estimate that most of the proceeds of crime
in Greenland come from the cannabis trade, burglary and minor
fraud cases. A vulnerability in this context is the widespread use
of cash in Greenland, which allows for the integration of illicit
funds, e.g., from the cannabis trade.

As the level of proceeds-generating crime in
Greenland is limited, the amount of criminal
proceeds to be laundered is also limited. These
are often small amounts and simple money
laundering typologies. The majority of the reports
received by the FIU-Denmark from Greenland
concern relatively simple matters.

In view of the size of the population in
Greenland and the limited number of busi-
nesses, FIU-Denmark assesses that the threat
from criminal actors in Greenland laundering
money through Greenland is limited.

FIU-Denmark assesses that there is a higher
threat from foreign actors, who will attempt to
launder funds originating from crime committed
abroad.

It can be difficult for Greenlandic obliged enti-
ties to clarify the ownership of companies and
to verify the source of funds if they come from
abroad. However, this threat must be seen in
the context of Greenland’'s small economy,
where attempts to launder larger amounts of
money will arouse suspicion because larger
amounts cannot hide in the crowd in the same
way as in Denmark.

In this assessment, FIU-Denmark pays particu-
lar attention to Greenland'’s limited but increas-
ing foreign exposure. FIU-Denmark assesses
that there are a number of money launder-

ing typologies that are particularly risky in a
Greenlandic context. These typologies are:

Risk assessment of money laundering typologies in Greenland

Modus operandi

Money laundering through legal business structures
Money laundering of small amounts of criminal proceeds through cash deposits
Laundering cash through direct integration into the legal economy

Risk
Significant
Moderate

Moderate
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GREENLANDIC SOCIETY

A LARGE COUNTRY WITH A
RELATIVELY SMALL POPULATION

Greenland is a self-governing region within

the Danish Realm, which includes Denmark
and the Faroe Islands, as well as Greenland.
Greenland became a Danish colony in 1721, a
Danish county in 1953, then Home Rule was
established in 1979. In 2009, Home Rule was
replaced by the Self-government of Greenland.
The region was previously a member of the EU,
but following a referendum in 1982, Greenland
withdrew from the European Community
(Statistics Greenland 2022: 13). The capital,
Nuuk, is home to both Naalakkersuisut (the
government) and Inatsisartut (the parliament).
As part of the Danish Realm, Greenland has
two seats in the Danish parliament, which are
elected in connection with Danish parliamen-
tary elections (Statistics Greenland 2022: 13).

Greenland is the world’s largest island, meas-
uring just over 2,166,000 km?. In terms of area,
Greenland is 50 times larger than Denmark.
From north to south itis 2,670 km, and it is
more than 1,000 km between east and west.
80% of the country is under permanent ice and
most of the land is tundra. 60% of the popu-
lation lives in the region’s five largest towns:
Nuuk, Sisimiut, llulissat, Aasiaat and Qaqortoq.
Nuuk is home to around 19,000 people. Over
the past 30 years, more people have moved

to the capital and main settlements, while the
population of smaller settlements has declined.
All towns and settlements are on the coast and
there are no roads between them. Therefore,
travel between towns is by ship or plane
(Statistics Greenland 2022: 4-6).

There are currently just over 56,500 people living
in Greenland. The population is predominantly
male. As of 1 January 2022, 1,539 persons with
non-Danish citizenship resided in Greenland,
266 of whom were citizens of another Nordic
country. The number of migrants is increasing
and foreign citizens in Greenland are increas-
ing, now accounting for 2.7% of the population.
The largest groups are from the Philippines,
Thailand and Iceland.

The large distances between settlements and
towns and the low population density of the
country make banking difficult, as it is not prof-
itable to operate bank branches in the smaller
towns and small settlements with a population
of 100-500 people. In order to provide banking
services to the Greenlandic population, the
BANK of Greenland and KNI (a retail and whole-
sale company owned by the self-government
authorities) have established a cooperation
agreement. This agreement means that BANK
of Greenland customers can carry out simple
banking transactions in KNI's Pilersuisoq shops
around Greenland. This arrangement has
existed since 1967 and has since been digit-
ised. KNI has provided basic banking services
outside the BANK of Greenland’s branches
through the Pilersuisoq chain since 2010.

The currency in Greenland is DKK.

A GROWING ECONOMY

In 2020, Greenland’s gross domestic product
was just over DKK 20 billion (preliminary fig-
ures at current prices). The block grant from
Denmark in 2020 was just under DKK 4 billion.

The economy in Greenland is dominated by

a few industries, particularly fishing and fish-
ing-related industries and trade, wholesale and
retail trade, and construction.

Nature in Greenland attracts many tourists and
the tourism industry in Greenland is growing
and expected to grow further with the construc-
tion of new airports at Ilulissat and Nuuk. The
tourism industry suffered under the COVID pan-
demic, with the number of international passen-
gers in 2020 and 2021 more than halving com-
pared to 2019, when just under 87,000 arrived
by air. Tourism has been increasing again since
2021. Most overnight stays come from the
Nordic countries, as well as the USA, Canada,
the UK and Germany (Statistics Greenland
2022: 26).

7.2
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Mineral extraction is a growing industry in
Greenland, although it remains limited in

scale. In 2020, the industry had a turnover

of DKK 142 million. According to the Mineral
Resources Authority under the Self-government
of Greenland, there are 145 active mineral
licences in Greenland. These licences cover
gold, gemstones and rare earth elements and
are distributed among 78 unique licencees
(The Mineral Resources Authority n.d.).

This one-sided production means that
Greenland has a demand for a wide variety

of goods, and therefore has a relatively high
level of international trade. In 2020, Greenland
imported goods and services worth almost
DKK 10 billion, while exports amounted to just
over DKK 7 billion (Statistics Greenland 2022:
30, 32). Most imports come from the EU, mainly
Denmark and Sweden, while the largest export
partners are Denmark and Iceland (Statistics
Greenland 2021: 38).

Fishing, Greenland’s main industry, accounts
for more than 90% of total goods exported.
Fishing is dominated by two companies; Royal
Greenland, owned by the self-government and
privately owned Polar Seafood. Fishing is of
significant importance to the public sector, pro-
viding 30-40% of public revenues through taxes
(figures for 2015 to 2019) and employing 16%
of the workforce (Andersen 2021b: 38).

There are two banks in Greenland: the BANK of
Greenland and BankNordik (which is incorpo-
rated in the Faroe Islands). They both use major
Danish or international banks as correspondent
banks for cross-border transactions to and from
Greenland.

In 2020, the financial sector had a turnover of
just over DKK 500 million (Statistics Greenland
2022: 20). It is not a requirement or necessity to
be a customer of a Greenlandic bank in order to
live and work in Greenland.

GREENLAND'S WORKFORCE
AND EMPLOYMENT

Greenland'’s workforce consists of approx-
imately 27,000 permanently resident
Greenlanders in the age group 18-65 and the
average unemployment rate in 2020 was 5.3%
per month (Statistics Greenland 2022: 35).

The vast majority are employed in public
administration and services (11,527), fish-
ing, hunting and agriculture (4,211) and trade
(3,011) (Statistics Greenland 2022: 19).

The country is experiencing labour shortages
and for Greenlandic companies this means
that orders cannot be fulfilled, causing a loss
of growth (Hegedahl & Lind Ravn 2021: 73,
Andersen 2021a: 5). Furthermore, employment
is challenged by structural factors, as more
than half of the workforce has no education
beyond municipal primary and lower second-
ary school (Statistics Greenland 2022: 12).
However, there are prospects for an increase
in educational level, as projections show that
the proportion of the population with primary
education as the highest level of education
will decrease to around 40% by 2040. In
recent years, more foreign workers have come
to Greenland, with workers from Denmark

still representing the largest group of foreign
workers, especially in public administration.
Workers from Asia make up the second largest
group and they work mainly in hotels and res-
taurants, fishing, hunting and agriculture and
trade (Statistics Greenland 2022: 19).

THE HOUSEHOLD ECONOMY

In 2020, women had an average gross income of
DKK 231,000, while men had an income of

DKK 292,000. Citizens in Greenland pay
between 42 and 44% in tax. The price level

in Greenland is on a par with that of Norway,
which means that citizens living and working

in Greenland have relatively lower disposable
income after paying taxes and consumption than
citizens living and working in Denmark (Statistics
Greenland 2021: 28-29).

Digitalisation is widespread in Greenland, e.g.,
regarding the Internet, mobile phones and tab-
lets, and this makes it easier to communicate
between authorities and citizens and between
citizens, as well as to shop - especially in areas
where transportation is difficult. However, cash
is still widely used in Greenland and it is there-
fore relatively easy to integrate cash directly into
the economy. Paying employees in cash is a
competitive advantage in some industries. This
is particularly true in the fishing industry, where
companies pay fishermen in cash in order

to transfer catches for further production as
quickly and easily as possible (Greenland Police
2022a).
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Number of active companies in Greenland

= Table 28

Active companies

2018 2019 2020
3,962 3,987 3,669

Source: Statistics Greenland 2022.

THE CORPORATE LANDSCAPE IN
GREENLAND

According to the Danish Business Authority, in
2021 there were a total of 7,006 active com-
pany registration numbers (CVR) registered

in Greenland. Around 3,700 of the more than
7,000 companies in Greenland are active; a
business is financially active if it has an actual
operation and turnover.

The vast majority of businesses in Greenland
are sole proprietorships. According to figures
from Statistics Greenland, in 2020 there were
a total of 2,724 sole proprietorships, 501 other
companies, including private limited liability
companies, and 135 public limited liability
companies. Furthermore, there were 166 foun-
dations and 61 foreign branches. 82 compa-
nies were reported as unknown.

About half of total wages paid by companies
is paid by public limited companies (Statistics
Greenland 2022: 21). From 2016 to 2020,

the number of foreign branches has almost
doubled and their share of wages paid is also
increasing, reaching 3% in 2020 (Statistics
Greenland 2022: 21).

Ownership

Greenland’s business community is dominated
by large publicly owned companies. The larg-
est companies that are solely owned by the
Government of Greenland include:

e Royal Greenland A/S (fishing industry),
e KNI A/S (retail trade and the sale of ail),
e Royal Arctic Line A/S (shipping),

e Air Greenland (air traffic) and

e Tusass (telecommunications).

The majority of Greenlandic companies are
owned by persons resident in Greenland.
Persons resident in Denmark and Iceland also
own companies in Greenland. Then, there are a
number of countries that FIU-Denmark consid-
ers to be typical trading partners for Greenland
due to the country’s location in the Arctic. In
descending order, these are owners from the
UK, Canada, the Faroe Islands and the USA.
FIU-Denmark does see a few companies where
the owners reside in countries that do not typ-
ically trade with Greenland, e.g., Seychelles,
British Virgin Islands, Luxembourg, Hong Kong
and China.

According to the Mineral Resources Authority
under the Self-government of Greenland, the
145 active mineral licences in Greenland are
owned by 78 different licencees (The Mineral
Resources Authority n.d.). The holders range
from individuals to international companies.

THE GEOPOLITICAL SUPERPOWER
GAME

In and around Greenland and the Arctic, there
is a geopolitical superpower game between
the USA, Russia and China in particular, who
have interests in the area. China is investing a
lot of financial resources in Greenlandic infra-
structure, mining and fisheries, among other
things. Other countries are also showing inter-
estin investing in Greenland, with companies
from India, Italy and Singapore also investing in
Greenland (Sacks et al. 2021: 11).

MONEY LAUNDERING RISKS IN GREENLAND



MONEY LAUNDERING RISKS IN GREENLAND

238

THE NATIONAL RISK ASSESSMENT OF MONEY LAUNDERING

7.3

SUSPICIOUS TRANSACTION
REPORTS FROM

GREENLAND

THE GREENLANDIC OBLIGED
ENTITIES

The anti-money laundering legislation in
Greenland operates on the basis of the Order
on the entry into force for Greenland of the act
on preventive measures against money laun-
dering and the financing of terrorism (The AML
Act) from 12 August 2019. By and large, the
Greenlandic AML Act is an implementation

of the Danish AML Act. However, there are a
number of company types that are not covered
by the Greenlandic Act. This applies to:

e Auction platforms for greenhouse gas
emission quotas.

e Actors allowed to bid directly in auctions of
greenhouse gas emission quotas.

e Real estate agents and real estate agencies.

e Non-approved auditors, tax advisers,
external accountants.

e Providers of services to undertakings.

e Currency exchange companies.

(Danish Official Law Gazette 2019)

They are thus not covered by the AML

Act and are therefore not obliged to report to
FIU-Denmark with suspicions of money laun-
dering or terrorist financing.

Supervision of obliged entities is broken down
as follows:

e The Danish Business Authority has the
supervisory competence for approved
auditors and art dealers in Greenland.

e The Danish FSA supervises banks in
Greenland.

e The Danish Gambling Authority supervises
providers of gambling that provide betting
and online casino facilities in Greenland.

e The Danish Customs and Tax Administration
in Greenland supervises currency exchang-
ers, financial leasing companies and lending
companies.

NUMBER AND EXTENT OF REPORTS

FIU-Denmark receives reports on persons
residing in Greenland or reports on Greenlandic
matters. It can be difficult to assess whether a
report concerns Greenlandic matters because it
is not always clear from the report whether the
suspicion concerns Greenlandic persons, com-
panies or other Greenlandic matters.

The BANK of Greenland submits the majority of
reports. FIU-Denmark receives reports from the
BANK of Greenland through GoAML. Reports
from the settlements are received by email from
the BANK of Greenland. These are manually
entered into FIU-Denmark’s systems. FIU-
Denmark notes that reports received through
the KNI cooperation are often very simple and
contain little information. These reports mainly
concern cash deposits without documentation
or cash deposits that deviate from the custom-
er's normal income level.

BankNordik does not indicate in their reports
whether they are reporting a Greenlandic or
Faroese matter. FIU-Denmark notes that it is
not a requirement or a necessity to be a cus-
tomer of a Greenlandic bank in order to live

and work in Greenland. This means that FIU-
Denmark can receive reports on Greenlandic
matters regardless of whether the obliged entity
is physically present in Greenland.

FIU-Denmark has conducted a search in the
police systems for all persons registered as
residents of a Greenlandic municipality and
that are found in GOAML. In this way, it is pos-
sible to count the number of reports concerning
Greenlandic citizens. The table below shows
that there was an increase in the number of
reports from 485 in 2018 to 783 in 2021.
During the same period, the number of reports
in Denmark also increased.
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Number of reports on persons residing in Greenland

= Table 29 2018 2019 2020

Number of reports 485 413 668 783

Source: FIU-Denmark 2022. In January 2022, a search was conducted among persons who are registered as resident in Green-
land and who are both known to the police systems and included in at least one report in FIU-Denmark’s database. It
should be noted that the reports do not necessarily concern Greenlandic issues.

CASH DEPOSITS ARE MOST
COMMONLY REPORTED

FIU-Denmark estimates that around 70% of the
reports in the period concerning Greenlandic cit-
izens relate to suspicious cash deposits. These
reports concern cash deposits that are not in
line with customers’ overall financial situation.
The amounts involved are typically between
DKK 10,000 and DKK 25,000. It is not possible
to identify the source of the cash, but
FIU-Denmark assesses that it is likely that
some cash deposits cover undeclared work and
thus tax evasion, such as in the fishing industry.

A typical modus operandi is that cash is depos-
ited into an account and the funds are quickly
transferred, for example, to Denmark, where

the money can be withdrawn from ATMs. FIU-
Denmark assesses that some of the persons
depositing suspicious cash are acting as money
mules for criminal actors in Greenland and
Denmark.

Some of the reports concern predicate
offences, in particular suspected illegal sales
of alcohol or cannabis. These reports typically
concern Greenlandic citizens who regularly
receive many transfers from third parties with
reference to beer or similar. These amounts are
often between DKK 200 and DKK 300. In some
reports, more than 100 transactions from other
persons are associated.

FIU-Denmark notes that the number of reports
that concern companies or involve large
amounts (over DKK 100,000) is limited.

MONEY LAUNDERING RISKS IN GREENLAND
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7.4

THREATS: PROCEEDS-
GENERATING CRIME
IN GREENLAND

THE CANNABIS TRADE

The smuggling and sale of cannabis is a chal-
lenge in Greenlandic society. The Greenland
Police estimate that the sale of cannabis is the
form of crime that generates the most money
in the criminal environment (Greenland Police
2022a).

According to the annual statistics from the
Greenland Police, 97.4 kilograms of cannabis
were seized in Greenland in 2021. In 2021, in
addition to cannabis, more than DKK 8.8 million
in cash was seized (Greenland Police 2022b).

= Charts
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Source: Greenland Police 2022b.
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The geographical location of Greenland chal-
lenges transportation of cannabis to the country.
Therefore, there is a large profit for criminal
actors to be made by purchaing cannabis in
Denmark at DKK 50 per gram and then selling

it in Greenland for between DKK 500 and 1,000
per gram. In some cases it can even be sold for
as much as DKK 2,000 per gram (Greenland
Police 2022a).

FIU-Denmark assesses that a large part of the
cash deposits that appear in reports from Green-
landic obliged entities originate from the sale

or smuggling of cannabis. FIU-Denmark is in
possession of information indicating that crim-
inal actors are using money transfer services in
Greenland to send money derived from the trade
in cannabis to Denmark or to other countries.

The Greenland Police also mentions the pur-
chase of bets from providers of gambling as a
method through which cash derived from the
cannabis trade is laundered (Greenland Police
2022a). FIU-Denmark is in possession of intelli-
gence supporting this assessment. The Danish
Gambling Authority states that land-based
betting, online betting and online casino ser-
vices are offered in Greenland. The total gross
gaming revenue’ for land-based betting, online
betting and online casinos in Greenland in 2020
was DKK 39 million. There are no land-based
casinos in Greenland.

FIU-Denmark is aware of individuals suspected
of trafficking in cannabis who have regularly
used online betting to integrate cash into private
accounts.

1. Gross gambling revenue consists of deposits plus any
commission less winnings.

FIU-Denmark assesses that it is likely that the criminal proceeds
from the cannabis trade will remain at the current level in the
coming years. Based on the number of cases and the prices of
cannabis, FIU-Denmark assesses that the threat in relation to

laundering of the proceeds is
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THEFT, BURGLARY, ETC.

Property crime in Greenland is listed below.

It is the assessment of the Greenland Police
that criminal actors have no need for organised
money laundering of funds from burglaries in
Greenland, because the funds can be continu-
ously integrated into the legal economy without
arousing suspicion.

=> Table 30

Burglary
Theft

It should be noted in this respect that cash
continues to be used quite widely in Greenland
(Greenland Police 2022a). The Greenland
Police estimate that the theft of cash is limited,
as burglaries usually involve the theft of alcohol,
cigarettes or handicrafts. The stolen goods are
sold to private individuals for cash, which is
then included in daily consumption (Greenland
Police 2022a).

2018 2019 2020 2021
301 380 459 468
424 436 351 326

Property crime reports in Greenland

Fraud, embezzlement, breach of trust, etc. 282 260 267 201

Shoplifting
Robbery

278 280 278 262
23 24 34 26

Source: Greenland Police 2022b.

FIU-Denmark assesses that it is likely that the criminal proceeds
from theft, burglary, etc., will remain at the current level in the
coming years. Based on the number of cases and the limited
financial proceeds, FIU-Denmark assesses that the threat in
relation to money laundering of the proceeds is limited.

TAX EVASION

FIU-Denmark receives many reports of
Greenlandic citizens suspected of committing
tax evasion. These reports typically concern
people employed in the fishing or tourism
industries who deposit suspicious amounts
of cash. These are often people with limited
income who deposit a large amount of cash.

In general, suspicion of tax crime is a major part
of the reports received by FIU-Denmark from
obliged entities. However, based on the inter-
views conducted by FIU-Denmark in Greenland

in connection with the risk assessment,
FIU-Denmark did not get the impression that
organised tax evasion is a challenge in a
Greenlandic context. FIU-Denmark assesses
that the amounts involved are primarily small
amounts originating from undeclared work.

Nevertheless, FIU-Denmark does receive a few
reports of Greenlandic companies suspected
of concealing turnover by transferring funds to
employees, which are later repaid to the com-
pany in a new tax year.

FIU-Denmark assesses that it is likely that the criminal proceeds
of tax evasion will remain at current levels in the coming years.

Based on the number of reports and the limited amount of money

involved, FIU-Denmark assesses that the threat in relation to

laundering proceeds is
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CORRUPTION

Greenland’s relatively small population means
that there are often personal relationships
between citizens. These relationships have
always been and remain crucial in Greenlandic
society, but in some cases they can also make
it more difficult to maintain objective criteria in
decision-making processes and make it difficult
to avoid having staff or decision-makers who
are disqualified in certain cases.

FIU-Denmark is not in possession of informa-
tion indicating that corruption is widespread in
Greenland.

Increased international business activities in
Greenland, especially in areas dealing with lim-
ited natural resources, e.g., mining companies,
increase the threat level of corruption and there
is a risk that some actors will exploit the vulner-
abilities of the close-knit Greenlandic commu-
nity. Larger proceeds of corruption are typically
laundered through corporate structures.

FIU-Denmark assesses that it is likely that the criminal proceeds of
corruption will increase in the coming years, and that FIU-Denmark
assesses the threat regarding laundering the proceeds is

CRIME COMMITTED ABROAD AND
LAUNDERED VIA GREENLAND

FIU-Denmark assesses that, as a result of invest-
ments from large, international actors in con-
nection with attempts to establish themselves

in Greenland, there is a risk that the invested
funds originate from crime or that the compa-
nies are exploited for layering activities, and that
Greenland is thereby misused for money launder-
ing. The threat from international criminal actors
is increasing as international exposure increases,
including from organised criminals. As shown in
Chapter 3 National threats, Europol assesses the
following crime areas as the key criminal threats
(Europol 2021a: 98):

e High-risk criminal networks (incl. corruption,
money laundering, and the use of firearms).

e (Cyber-attacks.

e Crimes against life.

o lllegal production and trafficking of drugs.

e Fraud.

e Property crime.

e Environmental crime.

The threat in Greenland of laundering the pro-
ceeds of crime committed abroad is likely to
involve layering illicit funds from these areas of
crime. Money laundering of funds derived from
crime committed abroad is likely to involve the
assistance of professional advisers or profes-
sional money launderers, as it requires specific
knowledge of how to exploit vulnerabilities in
Greenland without being detected.

Greenland has a relatively small economy and
few businesses, which makes it easier for
obliged entities to detect unusual activities. On
the other hand, FIU-Denmark assesses that it
constitutes a vulnerability for the handling of
potential money laundering that Greenlandic
banks may not be equipped to monitor large,
international corporate customers. This is due
to the fact that the bank primarily processes
smaller transactions, which is also reflected
in reports from Greenlandic obliged entities to
FIU-Denmark.

It is the assessment of FIU-Denmark that proceeds from crime com-
mitted abroad that can be laundered in Greenland will increase in the
coming years due to increased international involvement and a vulne-
rable financial sector in relation to handling large cases and complex
ownership structures. FIU-Denmark assesses that the threat in relation
to the laundering of criminal proceeds from abroad is
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VULNERABILITIES

RISK OF CONFLICT OF INTEREST
AND BIAS

The size of Greenlandic society means there is
a short distance from decision-makers to the
population. This can lead to conflicts of interest,
including the bias of political figures in financial
decisions.

7.5

Based on interviews with obliged entities in
Greenland, FIU-Denmark has been made
aware that Greenlandic society may be vulner-
able to influences, for example, in connection
with public tenders. It is the assessment of
FIU-Denmark that the extent of corruption and
nepotism in the Greenlandic economy does not
constitute a significant threat today.

FIU-Denmark assesses that conflict of interest and bias constitute a
vulnerability to money laundering.

LACK OF A LIST OF POLITICALLY
EXPOSED PERSONS IN GREENLAND

Based on a number of interviews with obliged
entities in Greenland, FIU-Denmark finds that
the absence of a PEP list constitutes a vul-
nerability in relation to money laundering in
Greenland. The current PEP list on the Danish
FSA's website only includes politically exposed
persons for Denmark and the Faroe Islands.
There is no current PEP list for Greenland,
despite the fact that it is stated in the Greenland
AML Act that there should be such a list.

This means that Greenlandic obliged entities

do not have a central place where they can
check whether their customers are politically
exposed persons and they must therefore con-
duct enhanced monitoring of business relations,
cf. Section 18(1) and (2) of the AML Act. FIU-
Denmark notes that some private providers
offer lists of PEP relationships in Greenland, but
these lists are not official and can often only be
accessed upon payment.

FIU-Denmark assesses that there is a risk asso-
ciated with the lack of a PEP list for Greenland,
as itis up to obliged entities themselves to
identify any politically exposed persons, includ-
ing family members and close business part-
ners among their customers.

FIU-Denmark assesses that the lack of a list of
politically exposed persons in Greenland constitutes
a high vulnerability in relation to money laundering.

MONEY LAUNDERING RISKS IN GREENLAND
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CASH-BASED SOCIETY

As mentioned, Greenland has a relatively larger
cash economy than Denmark. Therefore, it is
relatively easier to place a larger amount of
cash from crime in Greenland than it would be
in Denmark. The Greenland Police assesses
that the cash prohibition of DKK 50,000 is gen-
erally observed by Greenlandic companies and
that the risk lies in transactions between private
individuals where the cash prohibition does

not apply (Greenland Police 2022a). Due to the
circulation of cash in Greenland, criminal actors
can more easily integrate cash through the pri-
vate market. Money can be invested, for exam-
ple, in cars, boats or properties in the smaller
settlements around Greenland without the need
for further layering activities. The smaller com-
munities make it easier to become aware of
actors with unusually large amounts of money
and this limits vulnerability.

FIU-Denmark assesses that the cash-based society

represents a

DEALING WITH COMPLEX
INTERNATIONAL CORPORATE
STRUCTURES

Based on interviews with Greenlandic obliged
entities, FIU-Denmark assesses that complex
international ownership can be difficult to clar-
ify for obliged entities in Greenland. There is
limited availability of tools to clarify ownership,
partly because this information is sold by pri-
vate companies through licences, which can be
expensive.

FIU-Denmark notes that international own-
ership in itself is not suspicious, but inter-
national-owned companies can reduce the
transparency of transactions and create

vulnerability to money laundering.

uncertainty about beneficial ownership, tax
issues and the source of funds. FIU-Denmark
notes that, according to the Danish Business
Authority’s data, a number of beneficial owners
of Greenlandic companies are listed who are
assessed to be from risk countries in relation
to tax evasion. These include, in particular,

the Seychelles, the British Virgin Islands,
Luxembourg, Hong Kong and China.

FIU-Denmark assesses that it is possible that
international companies with complex owner-
ship structures may operate in Greenland with-
out obliged entities having the necessary tools
to clarify the beneficial ownership structure.
This can increase the risk of money laundering.

FIU-Denmark assesses that challenges in managing complex
foreign corporate structures constitute a
vulnerability in relation to money laundering.
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LIMITED SHARING OF INFORMATION
BETWEEN DENMARK AND
GREENLAND

The reports received by FIU-Denmark concern-
ing Greenlandic citizens or Greenlandic circum-
stances are disseminated to the Greenland
Police. Most reports concern small amounts

or isolated cases of suspicious transactions.
These are matters that have not been identified
through FIU-Denmark’s normal screening tools,
which weigh, among other things, the size of
the amount and criminal affiliations.

FIU-Denmark has also identified possible chal-
lenges in relation to disseminating information
between FIU-Denmark and other authorities in
Greenland. The challenges are currently being
discussed between the authorities to ensure
that information can be shared between FIU-
Denmark and other authorities in Greenland.

FIU-Denmark has not previously had an inde-
pendent focus on the Danish Realm, which is
why reports about Greenland and the Faroe
Islands have been processed together with
reports from Danish obliged entities. Reports
concerning Greenlandic citizens rarely contain
information that makes them a priority

for dissemination.

Since 1 January 2022, FIU-Denmark has
focused on reports from Greenlandic obliged
entities, as well as reports concerning
Greenland, which is also reflected in the
increase in the number of disseminations

to the Greenland Police in 2022.

It has been the practice to send reports
concerning tax matters to the Danish tax
authorities, despite the fact that they concern
Greenlandic tax matters. In a few cases, the
Danish tax authorities request FIU-Denmark to
disseminate the information to the Greenlandic
authorities.

Number of disseminations to the Greenland Police

= Table 31

Number of disseminations

Number of reports

2018 2019 2020 2021 2022H1
7 6 9 4 23

35 30 47 14 241

Source: FIU-Denmark 2022.

FIU-Denmark assesses that limited dissemination of
information between Denmark and Greenland constitutes
a vulnerability in relation to money laundering.

MONEY LAUNDERING RISKS IN GREENLAND
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7.6

RISK ASSESSMENT

OF SELECTED MONEY
LAUNDERING TYPOLOGIES
IN GREENLAND

Based on the identified threats and vulnerabil-
ities, we take a closer look at the money laun-
dering typologies that FIU-Denmark assesses
pose a risk of money laundering in Greenland.

MONEY LAUNDERING OF SMALL
AMOUNTS OF CRIMINAL PROCEEDS
THROUGH CASH DEPOSITS

FIU-Denmark assesses that it is very likely that
criminal actors in Greenland use cash deposits

to deposit funds derived from the cannabis
trade, burglary and possibly minor corruption
cases. The purpose of these transactions is

to transfer the funds to Denmark or another
country, such as for reinvestment in crime.
This assessment is based on the proportion of
reports received by FIU-Denmark that involve
cash deposits.

FIU-Denmark assesses that the risk of criminal actors laundering
criminal proceeds through cash deposits is

CASH LAUNDERING DIRECTLY INTO
THE LEGAL ECONOMY

FIU-Denmark assesses that it is very likely
that criminal actors in Greenland can to a large
extent integrate cash derived from crime into
the legal cash economy and therefore do not
need to attempt to place the cash in the finan-
cial sector, such as through banks and money
transfer services.

FIU-Denmark assesses that the tourism indus-
try is an attractive place for criminal actors to
place cash and launder it through small busi-
nesses. The industry is cash-driven and it may
be difficult for the obliged entities to verify the
number of customers far from the branches of
obliged entities.

The tourism industry may be one of the areas
where the risk of money laundering may
increase as tourism in Greenland increases,
partly due to the construction of new airports at
llulissat and Nuuk. FIU-Denmark has received
reports concerning persons associated with
the tourism industry in Greenland. The reports
concern persons who, during the lockdown

in the context of the COVID pandemic, made
cash deposits with reference to turnover.
FIU-Denmark assesses that there may be
integration of cash from crime, including tax
evasion or the sale of drugs.

FIU-Denmark is in possession of information
indicating that some criminal actors use the
tourism industry to document cash amounts
that are deposited through safe deposit boxes.

FIU-Denmark assesses that the risk of criminal actors laundering

cash through direct integration is
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MONEY LAUNDERING THROUGH
LEGAL BUSINESS STRUCTURES

FIU-Denmark assesses that it is possible that
criminal actors use corporate structures, par-
ticularly in the fishing industry, to launder illicit
funds, e.g., through mixing legal and illicit funds,
through investments or through over- and
under-invoicing.

An area of risk could be the purchase of fishing
quotas, investment in cutters or other relevant
infrastructure, with illicit funds derived from
criminal activity inside or outside Greenland.
FIU-Denmark notes that the fishing indus-

try is assessed as a risk area by Norway, for
example, where criminal actors can generate
funds through forgery, fictitious invoices, over-
fishing or tax evasion (The Norwegian Police/
PST 2020:16). Due to the requirement of

local ownership of Greenlandic fishing quotas,
FIU-Denmark assesses that it is likely that
straw men are used in the Greenlandic fishing
industry, where the beneficial ownership of the
quotas is placed with international companies
or foreign persons.

FIU-Denmark has information indicating that
individual fishing companies are attempting

to commit tax evasion by mixing private funds
with business income. Amounts from busi-
ness accounts are channelled into personal
accounts, possibly with the aim of lowering the
taxable revenue of the company.

International investment in industry and tourism
can attract foreign investors, which can increase
the risk of money laundering. It can be difficult
to identify the source of funds from international
investment. This could result in the Greenlandic
economy being used to launder funds originat-
ing from crime abroad. The lack of a PEP list
and challenges in disseminating information
between Denmark and Greenland increase

this risk.

The fishing industry poses a risk of trade-based
money laundering in Greenland because the
goods can be difficult to value. FATF identifies

a number of products that are commonly used
in trade-based money laundering, including
food (FATF 2020a: 21 ff). FATF assesses that
trade-based money laundering poses a high
risk (FATF 2020a: 37), and FIU-Denmark agrees
with this assessment.

Through over- and under-invoicing, over- and
understatements of trade volumes or false
invoices, such as in connection with the sale
of fish, money can be moved between compa-
nies in Greenland and abroad, including funds
originating from crime abroad. This can include
criminal proceeds from tax and VAT crime,
funds from corruption and fraud. In particular,
companies in international trade that receive
invoice payments from foreign companies
pose a particular risk of this type of money
laundering.

FIU-Denmark assesses that the risk of criminal actors laundering
money through legal business structures is

MONEY LAUNDERING RISKS IN GREENLAND
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SUMMARY

8.1

The Faroe Islands Police estimate that the majority of
proceeds-generating crime in the Faroe Islands is linked
to drug trafficking, property crime and tax evasion.

FIU-Denmark has information indicating that
there are international companies abusing the
financial sector in the Faroe Islands to conceal
funds that may derive from crime. It can be dif-
ficult for Faroese obliged entities to clarify own-
ership of companies and to verify the source of
funds if they come from abroad.

In view of the small population of the Faroe
Islands and the limited number of businesses,
FIU-Denmark assesses the threat from criminal
actors to be moderate.

In this assessment, FIU-Denmark attaches
particular importance to the relatively large
foreign exposure of the Faroese economy
and a number of challenges in relation to the
anti-money laundering cooperation between
Denmark and the Faroe Islands

FIU-Denmark assesses that the lack of imple-
mentation of the EU’s fifth Money Laundering
Directive in Faroese legislation may resultin
criminal actors using the financial infrastructure
in the Faroe Islands to a greater extent to
launder funds derived from crime in the
coming years.

FIU-Denmark assesses that there are a number
of money laundering typologies that are particu-
larly risky in the Faroese context. These typolo-

gies are listed in the table below.

Risk assessment of money laundering typologies in the Faroe Islands

= Table 32 Modus operandi

Money laundering via companies owning ships registered in FAS

Trade-based money laundering through legal business structures Significant

Money laundering through cash deposits, cash withdrawals and money transfers Moderate

The Faroe Islands Police estimate that most proceeds-generating
crime in the Faroe Islands is linked to drug trafficking and tax
evasion. Due to the small population of the Faroe Islands and the
limited number of businesses, FIU-Denmark assesses the threat
from criminal actors to be

MONEY LAUNDERING RISKS IN THE FAROE ISLANDS
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FAROESE SOCIETY

The Faroe Islands consist of 18 islands
covering an area of 1,396 km2. The capital
is Torshavn.

The Faroe Islands are part of the Danish Realm
between Denmark, the Faroe Islands and

Greenland, but have a high degree of autonomy.

The Faroese Home Rule system was estab-
lished in 1948. The Takeover Act of 2005,
which is a supplement to the Home Rule Act,
significantly expanded the Faroe Islands’ possi-

bilities for taking over additional areas of affairs.

The Faroe Islands have assumed legislative
and administrative authority in a significant
proportion of the areas that affect the daily
lives of Faroese citizens. Due to considerations
of the Danish Realm and special provisions in
the constitution, the Takeover Act allows the
Faroese authorities to take over all matters and
areas of affairs, with the exception of the con-
stitution, citizenship, the Supreme Court, and
foreign, security and defence policies, and
currency and monetary policies.

The Faroese authorities have legislative and
executive power in the matters and areas taken
over and bear the costs associated with the
area.

The areas that have not been taken over by the
Faroese authorities under the Home Rule Act
or the Takeover Act are the responsibility of the
national authorities (the Danish Government
and Parliament). The Faroe Islands are not a
member of the EU but have a fisheries and
trade agreement with the EU.

The total population of the Faroe Islands is
approximately 53,600, of which approximately
22,000 Faroese live in the capital, Torshavn
(Hagstova Feroya 2022a). Population projec-
tions show a relatively stable development.

There are two currencies of equal value in

the Faroe Islands: the Faroese krona and the
Danish krone. Danish notes and Faroese notes
are equally acceptable throughout the country.
While the Faroese government prints its own
bank notes, only Danish coins are used.

A GROWING FAROESE ECONOMY

In 2021, the Faroese gross domestic product
was approximately DKK 23 billion (current
prices) (Hagstova Feroya 2022b). Fish farming
is the main driver of production and revenue.
The Faroe Islands have a surplus on the bal-
ance of payments, which is mainly driven by
exports to European countries, but just over
20% of exports go to countries outside Europe.

In 2021, Danmarks Nationalbank assessed the
Faroese economy as favourable (Danmarks
Nationalbank 2021c: 2). The Faroese economy
has had strong growth for a number of years.
The Faroese salmon farming industry and rising
prices, especially for salmon, have contributed
to Faroese economic growth with higher export
revenue and have increased wage incomes to
the same level as in Denmark. The economic
progress has left businesses and households

in a stronger financial position, which has
increased resilience to external events such as
the COVID pandemic, including the impact on a
growing tourism industry. However, there have
been large increases in housing prices in recent
years, which, coupled with labour shortages,
provide fertile ground for economic risks to
arise (Danmarks Nationalbank 2021c: 2).

The Faroese economy depends heavily on
fish exports, which account for 95% of goods
exports. This leaves the Faroe Islands vulner-
able to changes that could affect the industry,
such as climate change and changes in fish
volumes. As demand for fish and other foods
is less cyclical than many other commodities,
fluctuations in the global economy have a
smaller impact on Faroese exports (Danmarks
Nationalbank 2020b: 2-4). However, uncer-
tainty in world markets and rising inflation
also affect a small economy like the Faroese.
Although exports are less cyclically sensitive,
reduced purchasing power in export markets
and increased uncertainty may put pressure on
the production costs and selling prices of fish.
Revenue can be increased through framework
conditions in the form of fisheries and trade
agreements, which are crucial for the Faroese
economy, including the growth potential of
export industries (Danmarks Nationalbank
2021c: 4-6).
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9.2 DO YOUWANTTO
KNOW MORE?

FIU-Denmark regularly updates the list of indica- If you have any questions or comments on the
tors on money laundering and terrorist financing. AML risk assessment, please feel free to contact
The list contains a number of indicators which, us by email fiu@politi.dk. You are also welcome
on their own or in combination, may indicate to read more about money laundering at

that money laundering or terrorist financing is www.hvidvask.dk. Here, you will also find annual
being committed. The indicator list is an aid to reports, quarterly reports and thematic reports
help obliged entities to better identify potential from FIU-Denmark. You can also access the
money laundering and terrorist financing. You material if you are registered via GOAML.

can find it at www.hvidvask.dk.
You can also get more information on money
laundering from supervisory authorities, as well
as national and international partners.

= Box62 External links

e The Danish Police: www.politi.dk

e The Danish Financial Supervisory Authority: www.finanstilsynet.dk

e The Danish Business Authority: www.erhvervsstyrelsen.dk

e The Danish Bar and Law Society: www.advokatsamfundet.dk

e The Danish Gambling Authority: www.spillemyndigheden.dk

e Financial Action Task Force: www.fatf-gafi.org

e Egmont Group: www.egmontgroup.com

e Europol: www.europol.europa.eu

e Interpol: www.interpol.int

e Basel Institute on Governance, Basel AML-Index:
www.baselgovernance.org/ranking



